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51 H
root LA i m ALK : uid/euid F1 gid/egid FIAF1E, (1SR AFIE L IR, BB 5345 root IIBUH],
XFE, AhAR T REm 3

{5 FH 25 A B AT e ST A7 UL s BB P R, 45 ST T 777 ROBCE R, 45 R TR AN .

XECHRE ), EAR? ERH MAC . (A2 ext UM RS MAC 97 i)

2.MAC (Mandatory Access Control) TAERFFEIZ S

FEVZASEET, ST U % S8 3 e SO RV o B Vg o i 7 20, i e L R0 e - ZE
WRERT, 58 SCT EAAXZARR T RS HIRI, BRUGREEIER, WA, A RERRAGRERS, BIER
J2& root AT .

TEMIAEE T, Ji—RBEiE httpd 15 2l/variwww/html H F 1S . $ATEER, E2& root &1y, Mok
SHABAR RVFISCAFEAT Vi), AR R BT, MRV A, RGZRIMFE I R

#H4, DACH MAC Bz ? XA A K, AL MAC H#fi#h DAC i~ — 2, #a)ifil. s
SELinux FIFAES N, Vil — A0 RIE (2R Unix K404, —UER ) , REFELRIRE DAC KT,
RIGHEIRE MAC BT, FBARA BEVF %R IR

3.7 [ 4= AR R
Subjects Access '? | Objects
Afferngd = Yes or No?
e ——
Reference Validation Mechanism
Hg';‘ = Tamperproof
= Mon-bypassatble
= Varifiable
RV
e PO A 2 A
51 H
1) Subject: FAk, LIRS H R PATHE;
2) Object: %4k, #Vjm A%, MRS HRIRIE. $¥E, Hsem &
3) Rules DB: #NE, % X T Subject mJ LLE A4 75 %) Object #H47 15 il ;
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4) RVM (Reference Validation Mechanism) : #E 24t LT, & Rules FIATE S HIW 2 HT A

o
op

REAE.
SELinux 21 N — 24 it A #Linux Kernel #1(), Hpolicy rules (EEREEEIND X5h. 7 2%E % Ehr
HFAARFZARRIREY,  FRAE BT W 2548 2 i\ Access Vector Cache (AVC) . AVCRE—4 %%
TR, TR ERE . fERE RE L eRs —F, #Tlabel (325 J5, B E& 30 (B
MEIA % Efcontext (%4 ETF30) , TR EEBBENE, ¥ HAVCH KT FEIIT.

H #(Object)

4 Subject) &

P S N

{OHES L «
iy s ek v o]
rwx FHREEEE T

HHE(Poliy)
Rulel
Rule?
Rule3

(B kB YRS FEFEHYS SELinux #IE)

44 H
K HISELinuxf BA R J L sk

(X EB4r P 253k H Red Hat Enterprise Linux 6 Security-Enhanced Linux User Guide Edition 2)
31 H]
e All processes and files are labeled with a type. A type defines a domain for processes, and a type for
files. Processes are separated from each other by running in their own domains, and SELinux policy
rules define how processes interact with files, as well as how processes interact with each other. Access
is only allowed if an SELinux policy rule exists that specifically allows it.
e Fine-grained access control. Stepping beyond traditional UNIX® permissions that are controlled at user
discretion and based on Linux user and group IDs, SELinux access decisions are based on all available
information, such as an SELinux user, role, type, and, optionally, a level.
e SELinux policy is administratively-defined, enforced system-wide, and is not set at user discretion.
e Reduced vulnerability to privilege escalation attacks. One example: since processes run in domains,

and are therefore separated from each other, and because SELinux policy rules define how processes
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access files and other processes, if a process is compromised, the attacker only has access to the
normal functions of that process, and to files the process has been configured to have access to. For
example, if the Apache HTTP Server is compromised, an attacker can not use that process to read files
in user home directories, unless a specific SELinux policy rule was added or configured to allow such
access.

e SELinux can be used to enforce data confidentiality and integrity, as well as protecting processes from

untrusted inputs.

{H SELinux N z&:

51 H

B3 93 7 41

TREARE 2T, b7 KRB A 23 R 4t

ANTE— NEARAL ) 2 Al T %

SELinux #&HRINBR A K240, MIHFALBREN]. bl RFSOS AHR A SELinux, AT
YRS KAEHH, BS 2% — RO 2 .

. BRI

RESR SELinux AADIFAL, (HOAWEF AR ? EERE NHAE XS A, 1 HE RIFIZIR. BERIE
%, XRLCERERIBRF. Rk, #% SELinux & 7l E4HEEMH, EEXN RE L ERA L
AR, R R — B R o R RSRIE AT SELinux A = disabled. permissive. enforcing.

=, BITHER

1.8

SELinux FJ =g 4T 73 2 «

51 H

enforcing (A A : BHZERIPURA L 2EBATNRA,  BAER—AH I HE IR EZARET A,
permissive (%) : NaHZERY, WREZEENITNEE, BER - HITHE, (AR
179

disabled CAEH) : AJFH SELinux AR I EE
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Ja 8l SELinux B}, Ri24T77E enforcing #58:0F, MiABMENEE, PP 3] permissive £23. disabled Hi /&
ANFH SELinux 2245,

AR, LE B SEinux 224 5N :
51 H
targeted : LRI —LERGMRST, —MRAMEHIZHNE

mils: 24L& BLP. MLS/MCS A ) 5¢ # {5 4,

RHEL #5IMHFIEIKH targeted SI%, ML 2 2 RIE RS 4.0 FIBOAERCEIE )y mis. EATZREIKX

mis ML 2 2 ARAE RGBIN 2N, RGN St KAL) Z 2R
targeted 4 RGUFE UL Tk 22 e s, HHARE R E SRR (IR ER S5 2 BEBEER AN o
M targeted SR 474t —J7 0 AT BARRS Linux SREEA IR 2Ry, RN OS2/ 5 mBA I 7 i

Fr (RN AT S RGGRETE .

LR T EE RS, targeted MG AT mis HEMS 2 7] = T 2 S Je AN S0 B B B = A0 3, A2 FF BLP
A, (Jagkait—B Ui e

2. BB X

1 K S8 78 fete/sysconfig/selinux Wik E :

31 H]

# cat /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - SELinux is fully disabled.
SELINUX=enforcing

#SELINUX=permissive

# SELINUXTYPE-= type of policy in use. Possible values are:

7R HE103 @
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# targeted - Only targeted network daemons are protected.
# mls - Multi Level Security protection.
SELINUXTYPE=mls

#SELINUXTYPE=targeted

1T RFSOS4 B\ R mis %%, #)ih4:flz sysadm. secadm. auditadm =ANFURAFE K, Gt

TRAEREMBE, LAEH] secadm 7 HEAT, HAMH] 0 B0 B SO A U

KAL), RFSOS4 fEAM 28 fil SSH A 554% 11 root 17 85k . S LibRe B X, 1%L secadm [
USSR, AT A R
31 H]
login as: secadm
secadm@192.168.228.174's password; ***«**#xmiine
* Password Status:

Password won't be expired in recent 90 days.
* Success List
User Login Time From
secadm Jun 14 11:39:50 +0800 2012  192.168.228.221
secadm Jun 14 11:36:42 +0800 2012  192.168.228.221
secadm Jun 14 11:06:54 +0800 2012  tty1
secadm Jun 14 09:47:56 +0800 2012  192.168.228.221
Last login: Fri Jun 15 10:40:37 2012 from 192.168.228.221
[secadm@localhost ~]$ id
uid=513(secadm) gid=513(secadm) groups=513(secadm)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023
[secadm@localhost ~]$ su -
14
[root@localhost ~]J# id
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

% secadm I, iEHiA secadm H IS, $UAT su- @A, FHEIA root RS, W EARCHIFRA %

8103 @
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L LT, BHERSHI,
XOWIER, ATHI R4 BB secadm I HY LA BRPRAHET .

[root@localhost ~]# sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: mis

[root@localhost ~]# getenforce

Enforcing

4B

enforcing 1 permissive V), AIIET setenforce fir 447
31 H]

[root@localhost ~]# setenforce 0

[root@localhost ~]# getenforce

Permissive

BUE PN SELinux SCIF R GRS BEAT 1B 24
31 H]

[root@localhost ~]# cat /selinux/enforce

0

[root@localhost ~]# setenforce 1
[root@localhost ~]# cat /selinux/enforce

1

[root@localhost ~]# getenforce

Enforcing
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A DL, 1 2R enforing #25X, 0 %R permissive 5.

TMEHC B SCHEEON disabled #83X, RI4EH] SELinux, {HAAZIH A A4 A AL

ARG RS R BRIE IS SO B SOk AT, T B ML AR RN
51 H]
[root@localhost ~J# vi /etc/sysconfig/selinux

[root@localhost ~)# sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: targeted

H T PIR RIS AR L KRR A, AVC Hil B A 8L BB Sa™ ER F i . Kk, &
BLZERWE, MiZEFIRS S, HFEITIRE.

5. I e
FRRMTFREEFERE, FEIEKSH SELinux, FI7E Grub 51 538, Bl e %41, VI#HF edit IRE)F,
1E kernel —47, 0:

g

H]

kernel /boot/vmlinuz-2.6.18-128.7AXS3 ro root=LABEL=/

KIS selinux=0, EJ:
51

kernel /boot/vmlinuz-2.6.18-128.7AXS3 ro root=LABEL=/ selinux=0

BeksetEfE, M esc BB, b#EIHARS.
288, WRARESUboot/grub/menu.lst FIIECE, F4E R S5 5SCE TR AR, #ATH SELinux %
disabled #%:0, 27T .

% 10 ;3 # 103 @
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KUK, 3 enforcing=0 B kernel 1T, n:

enforcing=0
A% B N permissive fET,
U SELinux 4 disabled IRZ, AL selinuxfs 34 R G2l selinux T, WElEAFFAEZH .
6. EITHRE
TEPRAE RIS SEEERT, RGi2s B AN LR R I SCAF AR BE feontext BUUFT _FAR%E, LAE AVC HEAT HIWT. 72
SELinux 4T enforcing B, permissive B3~ , Xf SCAFFRZE RIS s #R S0 s B0 AL _E . (B30 SR AE disabled
BT, XEMEBARESET. Frbl, tHR7E disabled BzUF, O34T 7 2sh, EE#EAEGE SELinux
RER RGN, Bl ave HiR.
ZABLIr), targted F mis 22 4B BT A3 FH DA 25 B2 AR [RT G o RS 22 B0 TR D04 b, B b A EE 4T AR 2% o
FEARZRE AL, BEAE Grub SERIGR #E permissive 5 (L LTHIIHEIE) , LA root $iAT:

RIGEE RS, E2E# ANpermissivetisX, RARM < AATHIRY XA CHEITHRE. ERJE, TTIRE
enforcingt20IRAES . FIHEAMIEE, 1L

3. #2 FTX

B ESCRTUL, SELinux X HERRAISCAE (SERR b, HERER SRz —) HEHTHRE (labeD , fufE
SELinux user. role. level %, IX¥8% A2 4x I N 3 (Security Context) . SELinux fifi il Role-Based Access

(RBAC) . Type Enforcement (TE) fil Multi-Level Security (MLS) Zfx7,

= REETX
1.TE 1%


http://www.linuxfly.org/post/639/
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SELinux f£4 MAC [f)—Fsicsil, il de e (policy. XD 4T A HERE. SCIF. ARSI 4544 5 X
HHZ2RR (label) HARr%E (type) , WIRAE XS RN S SCHF VI RT3, e REress (&
) XBEUTIRIRT R CERAED AL R 73

X ARG IR AL B R G e e bRt (TR EERR, W ERD . MAERG AR init
HFRZ R selinuxfs 42 (13430 policy. X BINZ 256, BN+ ) Security Server (4l policydb. AVC %)
FEREER TP 25 Z G A S 2

policy. X ) X BRA S, PN TGE, HT A LA A TR EE LT A, I L 7 REFR O policy

package (f&ifF pp) . EHM T REHILLFALE -

TRAE T (1 2 42 SRR AR I N#L. LA RFSOS4 18477E mis FoAMKI, SEtw] ¥ pp BEAL T

FLAbBHE base.pp, HAMRBHAS R JE R EEE LK.

2R ERRE LT

it BRSO, Fi2e 4 BN SC (Security Context) s AFHUE Y & J& P (Extended Attribute, xattr)
. (HIEARFTE SO RAHCRFZEYE, ext3/4 FTLL, Samba [ cifs fl NFS #iAMT, ATHIF K
AR R INETRAS Rt PEED

JoRE B WAL BRSO

FAEBIG (RAIN-Z ZHF R ERD , BidE S X5 A

user:role:type:level

1) user #H

REAREIEMRFEM T, 1M SELinux User, H login F2 /7 AR 45 4 AT I E X, R G0 7 s 2|

SELinux User Ff#]., RFSOS4 Ik & ixkf:

% 12T # 103 |@
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31 H]

# semanage login -

Login Name SELinux User MLS/MCS Range
__default__ user_u sO

auditadm auditadm_u s0-s15:¢0.¢c1023
root root s0-s15:¢0.¢c1023

secadm secadm_u s0-s15:¢0.c1023
sysadm sysadm_u s0-s15:¢0.c1023
system_u system_u s0-s15:¢0.c1023

ATLLE R, Z AT BRA R Z i H P secadm, £ SELinux User Rl /& secadm_u. FIFER), B3 AR
SELinux User:

51 H

root: 7 root HIF . FHEFIRT D, FIEM A2 DL root HAET (RGBS F A B |
B, SEBR bW A% B

system_u: FIRRGEFFITIA A, @R, SRR G S

X OEHEON T ARG, BRroot 4, #iein b [_ul BIARIR.

2) role #%

X f& SELinux Role-Based Access Control (RBAC) Z4#iAlff—&4r. role (ffifh) #i/& RBAC 1)@
£, SELinux User H roles 31, M roles [ domains O, G2 #2%]) 8iE. roles #)# domains Fl
SELinux users P I N 375 roles, Al LAIRAFR RifK) domains, Rt w] LAV el F B I ) 55 s
& C(object) o iXAJ LAE S AL PR EZTF Tt A AL I B e e 451

51H

#id-Z

sysadm_u:sysadm_r:sysadm_t:s0-s15:¢0.c1023

R sysadm_u #350HK, B&E M HEERS 2] system_r A5 A () domain, 1 sysadm_r & ARt T Z &R E

%13 H 103 @
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K, FTLL, secadm T MR Ath 2 VL3151
FRUbLAAN, & UL role 154

X OIEE AN T ITERR, B root b, e in B L_r] AR

3) type #H

& TE BAL et @ e . type & XHEFER) domain, ASC{:RI25%S . SELinux policy rules & X &/ types
ZIRIRE BV, A fuvr type HEAJEAS domian, LAK % domain 151 (RN 4. BRIARN 2 AR 11, He
AIE YR BoR e XARVFHEA type IR, FB-4 €A Vs ] (AR .

1t targetd %4 #M& I, user. role #\ & 0] AZRSHY), FIEHE type. H mis AT

4) level ##H

iX/& MLS 1 Multi-Category Security (MCS) BHfFJEM:, £&—MERMZT], lowlevel - highlevel.
16 MEY, WKBIE, sO REEY. s15 &SR, REiea s15. (s0-s0 5 s0 ZHFMERD
1~ level &— sensitivity-category X, category (4335) J£ 1024 N, RMER, %A, WHE
sensitivity, #1: s0.

WHEAFAE category (4325 , HAtZ@Ed "8 5 X5, L sensitivity:category-set F&ix, fill:

XM T level, BARKIVHREIZ AR, JF8A1THIE.

MLS z4= 30 i il 7 Labeled Security Protection Profile (LSPP) 315 i fii i

B, IR Fng, LkTagerted w4 ZIRE .

3.5 AN

ypolicy. X #EREFN, TR V7REIAIR (Access Vector) HUNISKE X, BIEAE:


http://en.wikipedia.org/wiki/Bell-LaPadula_model
http://en.wikipedia.org/wiki/Bell-LaPadula_model
http://oss.tresys.com/projects/refpolicy
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S5
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L E S

XA allowHt I YR user_t, H PRI Abin_t, & kblfile, ¥FTexecutes, 1X AU AT DAL A o
Yruser_tHAT R Nbin_tHISC . (RONERAT SO, U0 T PLSEEUE M getattr, 2read, SREHAT
execute, HH—AH])

bin_t

4.domain transition OG##)

g L SCiR B ¥ domain. At A TR EIE ? 22 4 TR — AN T e B B, B — AN AR
Fe CRLPD BB, A A SRR o 32 H T BRI

—ANHERE, WHEANEGEIE R, V7 Flentrypoint (N TR S S — M8, & 7 EAE policy T BB 7 VR«
A P BB .

SR T ST 1«


http://www.linuxfly.org/attachment.php?fid=1158�
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passwd_exec_t

shadow t

(£ RFSOS4 w1, T sysadm &t )5, su- Froot A HEPAT)

AL, RASERAMKK . WOMI ORGSR, A, RUPIEAER M. B, A

passwd & ¥/etc/shadow S, 5t 75 BT AL RE VR TT

uid: joe
evid: root write, create, ...

passwd_t (change password)

uid: joe F=--==--- 0Ot root
euid: joe execvel()
user_t shadow_t
Jetc/shadow

r-§--x--x root root

passwd_exec_t
allow user _t passwd_exec_t : file { getattr execute };

allow passwd_t passwd_exec_ V]
Jusr/bin/passwd allow user_t passwd_t: proces: Fansitian;

SE S SR

AV shell (user_t) 7E passwd AJ347 3 (passwd_exec_t) /53] execve() R4 -

XA T X passwd_t BN V7B, entrypoint ¥ AT 7E SELinux Hii& —ANH 44 H IV T AR,
XABUR T ) S A 7 SO AT AT SO CRERP) AT BAHE N SEANES 5E K35


http://www.linuxfly.org/attachment.php?fid=1159�
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JRIGHIZRAL (user_t) FIHIZER (passwd_t) SHATIHEAZ LA transition 7] 4 fo 47 .

KRR . R, BRICLISN, MPATREFIE T E AN, Blhn: Fin. SR A SO
W CBInbRAERIN, fd, DORHET B TEERRISAT AR, KX sigehld A&, O R R A E SR

kR R R IR AR (Confined Processes) izATHITEAL, 1M RSGH, A —A MR
(Unconfined Processes) iz{7Junconfined_t 3%,

X T AR BRI, SELinux BRI A 2L, (E SRS X T84T 78 AR BRI i BERE A T U5 ] LA R %
YR, X, SEBR RIS IR ATEAE T BA)E Y, X R E) 7 DACKER IR AR b, PRk, R
HIEREAr, ARIZF X4 unconfined_t .

VR T, " 2%

5.Role-Based Access Control (RBAC) #4&MKA!

WSR2 Targeted 22 42 5%, T84 LiiE CAOTERUN 28 20 . {EAEMLS 22508 ~, B INfIRBAC
BRI T B A (AT . AT EZE, roles ¥ domains FISELinux users B IR . il
FP B A G 2B Se VE SR KSR B ST OCHR S, A4 AT R vF S IS AR Pl i user_tIBR BT, RIEHAE S0HT

Kpasswd_tigh - .


http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/6/html/Security-Enhanced_Linux/sect-Security-Enhanced_Linux-Targeted_Policy-Unconfined_Processes.html
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user_r:passwd_t :
P " write, setattr, ...

{change password)

r-------- root root
execve()

shadow_t

Jete/shadow
r-g--X--X root root
role user_r types passwd_t;

passwd_exec_t

Jusr/bin/passwd

Kzsvs WIPSE

Jirbhiii, RBACHE— 44 T TERR MRS TR AR M A EE 2!

FIREMR ], IR ELE L2 R teSCF S, RIagmiE . ppfidk, RIEA REMBEIN T . st
B —BERARTTVE, BN A FRIEA XA R AT

6.Multi-Level Security (MLS) F Multi-Category Security (MCS)

Xl ftlevel JETE, HEMLS %4 RN thTargeted s (T . ] FoRd, A2 1 Bl TAREAZH,

Rlevel JEIEMREIIR, IREFEICHRCHN, sBHe: ! @

MLS 1 MCS 3 Xfflevel w2+ R -

TELEE

EBAFFHNE? LHE &, B4 level #i/&—A sensitivity-category X} (f8#x SC) , MiHEA™ Sensitivity

Level (f&#x SL) il Category Level (f&ifx CL) tH#E—ByuREm, #ilan:

% 18 T1 & 103 |@
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#id -Z

sysadm_u:sysadm_r:sysadm_t:s0-s15:¢0.c1023

iXFH, ET SELinux User J& sysadm_u (£ RFSOS4 ~, %[ /& sysadm) , f{if2 sysadm_r,
R sysadm_t. HATZHII SL K s0, e KAIARIZ A SL N s15:¢0.¢1023.

J:% SL, AH lowlevel - highlevel #, lowlevel Hiit24rTIZ%], highlevel HUEm AR RELH . %%
SL/E BB . CL 251,

SL 2 M MiEs A4 YF: dom. domby. eq. incomp.

(dominates) SL1 dom SL2 if the sensitivity of SL1 is higher or equal to the sensitivity of SL2, and the
categories of SL1 are a superset of the categories of SL2.

domby:

(dominated by) SL1 domby SL2 if the sensitivity of SL1 is lower than or equal to the sensitivity of SL2,
and the categories of SL1 are a subset of the categories of SL2.

eq:

(equals) SL1 eq SL2 if the sensitivity of SL1 and SL2 are equal, and the categories of SL1 and SL2 are
the same set.

incomp:

(incomparable or noncomparable) SL1 incomp SL2 if the categories of SL1 and SL2 cannot be compared

(that is, neither is a subset of the other).

TS FRA B PR 2 P 25
51 H
A PR A S AR, 41 Un SC1F 'S ALBR write create setattr relabelfrom append unlink link rename mounton,

HAHIANEEALR -

7LV policy/mls SCAFH, A IXAERIE -

51

# the file "read" ops (note the check is dominance of the low level)

misconstrain { dir file Ink_file chr_file blk_file sock_file fifo_file } { read getattr execute }

(M dom 12 ) or

%19 H 103 @
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(( t1 == misfilereadtoclr ) and ( h1 dom 12 )) or
(t1 == misfileread ) or

(t2 == mistrustedobject ));

TEHASEAFAH R IE BT, 11 8012 IS8 RBLULE TEMBTR (read getattr execute ) o B SL1 /N T4&
T SL2, mrik.  RREmER! O

RIFERT, A

51 H]

misconstrain file { write create setattr relabelfrom append unlink link rename mounton } ( 11 domby 12 );

Waee SL1 K F&F SL2, a5, (k5" ) Kk, SL1 %+ SL2, #gnlials 1!
MR, T2 R0 FRER (MLS) 7E RBAC(HE T i il B 284 ) Al TE ARSIl bt — 2D PR ——

B 7 2 RBAC 1 TE I AR 06 2506 2N 12 1 57 R0 22 4 SR S B

AMEREBRERS 4.0 F BLP MK T, BREHELEEESL METETE, Hh#RIEZES"

7HBERREETX

HEFRTE Linux RG2S, BT, #HFEtA %4 1 F 3¢ (Security Contexts, f&FR
contexts) .

FATCL BT 2 R G TR EE . H S, fITAN %R, Bl sysadm B, JFEH A RigfT
pssswd, SPEREABTEL. XK, UIHRBS A% L, BT 4

51H

# ps -eZ|grep passwd

sysadm_u:sysadm_r:passwd_t:s0-s15:¢0.¢1023 10057 pts/0 00:00:00 passwd

bR C R R 0 224 B RSC, B E/proc H kR DS FAE . 34h, RELEA AR CK
GREELT 2
51 H

sysadm_t > passwd_t

%20 W H 103 ™
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8P HZEETX

P25 iR B0, [FIFEZ SELinux BIBR#, AE B A% B3, ATH M & :
51 H]

#id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023

#id -Z

sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023

id i A AT 2 N, IXARE L, BRI 20 uid, WA, RgfE DAC #2A . 1 SELinux
KA MAC B8, XTEfR 24 ER3C, BTbL, SERRiRAERY, T A Eg ) 4G 1!

X daw, AR (2] Z2HERS % BT RINER.

X M, RGEFIETEE A unconfined_u ff) SELinux User, 15 unconfined_t 352 RN, 4w 5|
unconfined_u K i< REIPAT RS WA, JH5Z MCS Al MLS #iIBR .
RHEL 6 6 i9BRIA A 7 i AL TE 1X A 85k

7l

# /usr/sbin/semanage login -

Login Name SELinux User MLS/MCS Range
__default__ unconfined_u s0-s0:¢0.c1023
root unconfined_u s0-s0:¢c0.c1023
system_u system_u s0-s0:¢0.c1023

ik sE LT —HERE Sk /1, dnguest_u. xguest_u %5, TEHT] AL .
RFSOS4 A AR, BRilUserWifff Fluser u, b4 sysadmfr i fE & 2> W) Fstaff u (A< & fifiifs 2

sysadm_u) .

BMERAEL 1, BRIRE, EBIFREE. FIIRZHZ R, Bk,

%21 H 103\
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4. BERS

KEBESFARER O U E, LRI TSR ERET . BT RFSOS4 A #RH] SELinux X
AN, N T AN T R, BT DR SR AR S ARER) RHEL SRS 22 57 1. 2 fE:
2] RFSOS4 [y feh 4 51X fe SCE 1, #lC B S A dr 248 AR 45 R UL RFSOS4 s itk IEAEHIK
Fb, BRI AR RS

M. BiERS

1.Z84aE

RFSOS4 XA MLS 1E AN 4550, JEEk— ABKH) root I, R M= G, 25T
5| H

sysadm: RGUEHG, FEMTTER root HIRHS RGUE I TR, flin. RFEs. HPERE, RYN

B A

B S
secadm: ZAEHR, FEMATELAYREA IR EMEEIRS, . ZetiiEok. 24 E

EPEE

auditadm: #iHE R, FENATTEAENEHETLME, flm. mRHE ILEHE. HESRE,

EAMPEARR, RAISLHET, BB SELinux User b, JEIR T AN A ) A EAL R -
51 H]

# semanage login -

Login Name SELinux User MLS/MCS Range
__default__ user_u sO

auditadm auditadm_u s0-s15:¢0.c1023
root root s0-s15:¢0.c1023

secadm secadm_u s0-s15:¢0.¢c1023
sysadm sysadm_u s0-s15:¢0.¢c1023
system_u system_u s0-s15:¢0.c1023

AP Es)E, i id -Z @B A SETH T IR B g4 BRI (AR context) -

22 mH 103\
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uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=sysadm_u:sysadm_r:sysadm_t:s0-s15:¢c0.c1023
#id -Z

sysadm_u:sysadm_r:sysadm_t:s0-s15:¢0.c1023

RFSOS4 252 )5, BRIMNE YA root/sysadm/secadm/auditadm, AbAI T B HLHS 2 MSTH, root

() 85 B AR 1 220 S I N«

B SEREEERS - RN RA—TER -

HERRR)
LG -

B TR RsE YERS
BInRE

HREAVEET

GLr#® || OT

224 J7 sysadm/secadm/auditadm %5 T 75 22 35 I B0 57 FL T H N«

%523 H 103 @
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dESBIERS
E2itE

B - ERIESHEARFSOSHEL E 2 5E0E

HENE = FF

mls

P EE
ERITERAE=TE2RAN ASEFHERFHER)

WG | ............... |
B ShiELE REIE D
TSR E 8 =R

o RS : |

T e T D

1'1 ’&IE : - 3‘—_( Lo ’ f ?::1'»'/1
Lr L @ L7 T ‘%

I = A~ 224 1 P R AR 3 i . (EARSE =AU SLAER, WZeR M5 R, BUERG )G,
i H rolepasswd iy 21BN % H AR,

X IR, RFSOSA XA ENARNER, 206K 6 MR, 205 T, EOEE—HX
78, ELEEAFT, PRHELKN 447, TREFROSHRETFAOL!

e e
CS) BT B T

1 Bl A\

2 E LS

3 B EE TR

Pyl

5. ToAL IR T

6 TR 1S o R s 5

-

) % ()

il

2 A 2w G R

RFSOS4 % 1F root MASHIZA & 5t 248 X & letc/pam.dilogin SCAE RIS
51 H

auth required  pam_succeed_if.so user != root quiet

24 H 103\
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A — L SR R SO VFIRE, BRI AR AN RIS, AR I C B

XEATEN D], BRI 5% HARGH

lusr/share/doc/pam-0.99.6.2/txts/README.pam_tally2 i # .

Ay 2 S R A R L«

ed Flag 3Security 05 4.H
Kernel 2.6.18-128.7AX53 on an xB86_64

localhost login: sysadm
Mo device configured for user "sysadm".

Passuword Status:
Password won't be expired in recent 98 days.
Success List
sBer Login Time
Jun 18 15:89:33 +B8d8 2812 ttyl
Jun 18 11:27:35 +A8d8 2812 192.
Jun 18 11:25:56 +8888 2812 192.
Jun 18 11:21:59 +8888 2812 192.
Jun 15 19:39:49 +H888 2812 192.
Jun 15 15:28:81 +8888 2812 192.

failure list before last success login:

last =success login:
Last login: Mon Jun 18 15:89:33 on ttyl
[sysadm@localhost 1% id
1id=512(sysadm) gid=512(sysadmM) groups=512(sysadHd) context=s
dM t:sB-=15:cB.cl1B23
[sysadm@localhost ~1$% _

SELinux;2 /£ J5 A DACK R i LAl X} 22 A sEAT sk, A Z R IIDACHIN . ek, FEiEH
sysadm 2 ¥ A AT IR vroot WISCAFRUIRI. NI, ZATEH 7 174DAC fuidlgid Ez(, LU
HEFAMAC frole =, LUEF i

IR R A

filhn .

% 25T & 103 ;@


http://www.linuxfly.org/attachment.php?fid=1161�
http://www.vdmeulen.net/cgi-bin/man/man2html?pam_tally2+8

{£#& : Hyphen Wang PILE : www.linuxfly.org

[sysadm@localhost 1% id

1id=512(sysadm) gid=512(sy=sadm) groups=512(sysadm) context=sysadm_u:sysadm_r:sys
dM_t :sH-s15:cHB.cl1823

[sysadm@localhost 71% id -2

eysadr_u sysadm_rsysadm_t :sB8-=s15:cB.c1823

[sysadm@localhost ~1% su -

[root/sysadv_r/sHE@™ 1# id

1id=A(root) gid=A(root) groups=B(root),1(binl,20(daermon),3(sys),4(adm),60(disck), 18
(nheel) context=sysadm_u:sysadm_r: sysadm_t:sB-=s15:ch.cl1B823

[root/sysadm_r/ sHE™ 1# id -Z

sysadd_w:sysadd_r:sysadm_t :sB-s15:cB.c1823

ERRE, BRIP40 uid/gid #BE T, (BRI EZR context A LR, MAC FINZIKYE context FI Kt

{9, AR uid/gid.

3 ZRELIRER
PRI RE 2o B I, 1 LA AR . 4G, root SRR LLEFEMY, {H sshd RSTIEHAE R T, XA

letc/ssh/sshd_config At

HEH no ik yes, HJd sshd A%, root BiFT LAE R T . (HJ2E, Bh/E, IR KIIL context A2 root:

% 26 T & 103 |@
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-

&2 192.168.228.174 [77x28] - . E=REEE

Connection Edit View Window Option Help

e -~
el g
|-.-| A2

context=root:staff_r:staff t:s0-s15:c0.c1023

X J2 %) root fl sysadm SRRV IR, EHAERRER T . REH sysadm 2 flithE —FER:

$27WH 103 ]|
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[ 2 192168.228.174 [77x18] E=REER)

Connection Edit View Window Option Help

context=sysadm_u:staff_r:staff_t:s0-s15:c0.c1023

X VER, HARXRS root B sysadm #i& staff_r fifa, {H SELinux User R AHRK.

RFSOS4 HiF staff r 5 sysadm r Z [AIAHE e . Kk, £ root , BI{# A newrole -r ] 7

S

root:sysadm_r:sysadm_t:s0-s15:c0.c1023

% 28 T # 103 |@
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root f&iXFE, sysadm WE? BTREM— &, H£—, 1T DAC MIER, FE su 3 root:
g1 H]

-bash-3.2§$ id

uid=512(sysadm) gid=512(sysadm) groups=512(sysadm)

context=sysadm_u:staff r:staff t:s0-s15:c0.c1023

-bash-3.2% newrole -r sysadm_r

14

[sysadm@localhost ~]$ id

uid=512(sysadm) gid=512(sysadm) groups=512(sysadm)
context=sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023

[sysadm@localhost ~]$ su -

14

[root/sysadm_r/sO@~]# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023

Al W, XL root (IS4,

#i LA secadm/auditadm % i i A~ FI4AAT newrole -r iX35 T

51

[secadm@localhost ~]$ id

uid=513(secadm) gid=513(secadm) groups=513(secadm)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

[secadm@localhost ~]$ su -

14

[root/secadm_r/sO@~]# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

{H root A~FEVI7:3] secadm_r B¢ audit_adm_r G173
51 H

%29 H 103 @
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-bash-3.2# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=root:staff_r:staff t:s0-s15:c0.c1023

-bash-3.2# newrole -r secadm_r

14

AT shell 2RIk

D BURANG

BERRIGUK), /NG — T IE:

51 H

1) IEFEE N, B E T ik root B, HEHT%4 ETFORE, NEBCERA:

2) MiZLl sysadm/secadm/auditadm i 7 Bkl R4

3) ML, sysadm &5, 14 newrole -r sysadm_r ]45] sysadm_r ffi{f, Hofd 1 /A 75 E,

4) Jyiwi 2 DAC HIEEKR, #HAH su- U453 root Sy, Zitl, FRE5EK.

X UG ENRERRE, ELERAFITHS, BB ERERTIE, FRBIEFHKSH (uid/gid)
fift (role) .

A fBHEN

SANVET GRS, U1 ER A OF0 root B, BIRTHEF rolepasswd & 508 H 25 Y
51

[secadm@localhost ~]$ id

uid=513(secadm) gid=513(secadm) groups=513(secadm)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

[secadm@localhost ~]$ rolepasswd

Only root can use this program.

[secadm@localhost ~]$ su -

14

[root/secadm_r/sO@~1# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

[root/secadm_r/sO@~]# rolepasswd

%530 @ # 103 @
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context = secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023
Your Role: secadm [secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023]
Changing password for user secadm.

New UNIX password:

X JER: root IEREMEH] passwd B S. Sibr b, RIS, root CULTHISHONEERI T, R

DAC #7 E T XA REER BRI 2

5. 5l G
BILHFMEAF? s2hrt, SELinux User & 1 Unix User BRETTRA, Kk, #EL=EHRAMKENG.
R GUME—KE, RSN, 7E Grub S8, i selinux=0 single, #EAR%)5E, Bl passwd #&HEl

CE

6. N P

ISIET P, A S E R RE P, FOf o BT K i) default_ i B2F) user_t.
HEREMG, WTH-Z ZH:

51 H

[root/sysadm_r/sO@~]# useradd -Z sysadm_u newuser

[root/sysadm_r/sO@~]# passwd newuser

Changing password for user newuser.

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

[root/secadm_r/sO@~]# semanage login -l

Login Name SELinux User MLS/MCS Range
__default__ user_u sO

auditadm auditadm_u s0-s15:¢0.c1023
newuser sysadm_u sO

root root s0-s15:¢0.c1023

%31 m 103\
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secadm secadm_u s0-s15:¢0.c1023
sysadm sysadm_u s0-s15:¢0.c1023
system_u system_u s0-s15:¢0.c1023

WA, RIXERZS AR sysadm 1 secadm H S SRPAT AR 2. # LA sysadm #H4T semanage, &
PR BURA L

31 H

[root/sysadm_r/sO@~]# semanage

bash: /usr/sbin/semanage: HR 1%

P newuser % fifi it :
51
login as: newuser
newuser@192.168.228.174's password; **** ki
* Password Status:
Password won't be expired in recent 90 days.
-bash: /home/newuser/.bash_profile: [R5
-bash-3.2§$ id
uid=523(newuser) gid=523(newuser) groups=523(newuser) context=sysadm_u:staff r:staff t:sO
-bash-3.2% newrole -r sysadm_r
14
[newuser@localhost ~]$ id
uid=523(newuser) gid=523(newuser) groups=523(newuser) context=sysadm_u:sysadm_r:sysadm_t:sO
[newuser@localhost ~]$ su -
14
[root/sysadm_r/sO@~]# id
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=sysadm_u:sysadm_r:sysadm_t:sO

Kk T Security Level & H W ES, 5 sysadm #ZMFEIRI. (Security Level ¥ E LLJG Fii)
MBS P 2
51 H

$32mH 103\
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7454k bash B
WRAR 2 IR LI b BRI AT R LSEER ), TTRES K I, 7ELA secadm/auditadm &t /5, If su 3 root

Ja, PRI R BN

XN, secadm/auditadm FRESA secadm_t/auditadm_t ZRIAABEL El/root H 3/

sysadm_home_dir_t 1 sysadm_home_t 574014

FHEY T, 2T i, AR RAZ BN 2 P AT, RARFE IR, TESERRIEE T, 4T
TMEHNZ T, ZRETIHABRE R

FIX HLG I 1AM PP LR
=)

Jn#3) SELinux #%.0 5, AT ik secadm_t Al audit_t 258 [al/root H 3. S0 LAEBI RS H, BTE/tmp
HETF GXEMELLE SR , Ll secadm & 3E, 47!

SR G SidE/root/.bash_profile, JIN W (384 1) N 2«

%33 103 ]
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# Get the aliases and functions
if [ -f ~/.bashrc ]; then
. ~/.bashrc

fi

if[1-z"$PS1" ; then
PS1="[\uA$(secon -rP 2>/dev/null)\$(secon -IP 2>/dev/null)@\W]\$ "
export PS1

fi

TAEf5E 17, A secadm 5% auditadm FEIXBFEEE, £&EMIXFE:

51 H]

[root/secadm_r/sO@~]# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

[root/auditadm_r/sO@~# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=auditadm_u:auditadm_r:auditadm_t:s0-s15:c0.c1023

IR, R ERAER TR, W RARGEARA 2 AT LA o (S SE0E A 7  si) JRAS RS R R T
FIRTP, 33 B R 2 IR P s

B BIASFE P 8% RFS0S4 R4t 0A, # K, HURBaks, JHERLIERIZT. Xt ka2 e
BRI CFEiFR context, A2 S Uy 1) AR b A RBUBRARIC ) (KRB S A DERC A e an R ARAS T
K, MRRGERG, AEFERELT, RHEZEYE RGP SCFN context, fEAFHAL TG igit, LLE
FRGESs T LAIE R A U7 1) I 26301

R, BEIRE
1.SELinux R#&
] sestatus 4 &% SELiux JRZ:

%34 H 103\
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31 H]

[root/secadm_r/sO@~]# sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: mils

2. |

FRATLAERH LK) Apache R4S MBI, REGEFIRS L FR N httpd,  ERIA M TUAE IR ARAL T ivariwww/html” H 5%
. SEEZER B2 A RO

51 H

[root/sysadm_r/sO@~J# Il -Zd ivar/www/html

drwxr-xr-x root root system_u:object r:httpd_sys_content_t:s0 /var/www/html

DAC #UNIE L)AL, root AT DLW 1% H AT IS, HMMA P Regsfviiniz 3. FiF, MAC & XK
SELinux User A system_u, Role (fi{f) & object_t, Type (Z#) 4 httpd_sys_content_t, Level (2%

A R s0. HINE SL FUNHEAE s0, LLGsmi R plas .

A sysadm F 7 gk — A S0 f

51 H

[root/sysadm_r/sO@~]J# cd /var/www/html
[root/sysadm_r/sO@html]J# touch file1
[root/sysadm_r/sO@htmlJ# Il -Z file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file1

3. B3RS

51 H

[root/sysadm_r/sO@~]# service httpd start

53 httpd: [#5E]

%535 H 103 @
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1905 — " im, ) wget T

g1 H]

[root/sysadm_r/sO@~]# cd /tmp
[root/sysadm_r/sO@tmp]# wget http://localhost/file1
--19:53:13-- http://localhost/file1

IEFEAEMNT =ML localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... E.i%E4%.
LR HTTP 53K, IEAESERHIR... 200 OK
KJE%: 0 [text/plain]

Saving to: file1'

[ <=> 10 ---K/s inOs

19:53:13 (0.00 B/s) - “file1' saved [0/0]

B, ARG

4 BIRE A

fEfroot H & NEIEES AN, I8 DL E var/iwww/html H -
31 H]

[root/sysadm_r/sO@~]# pwd

/root

[root/sysadm_r/sO@~]# touch file2

[root/sysadm_r/sO@~]# mv file2 /var/www/html
[root/sysadm_r/sO@~J# Il -Z /var/www/html/

-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0O file1

-rw-r--r-- root root sysadm_u:object_r:sysadm_home_t:s0 file2

2 file2 [T context 5 file1 IR, HALHES 2 —FEM .
it wget T#:
51 H
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[root/sysadm_r/sO@tmp]# wget http://localhost/file2
--19:58:53-- http://localhost/file2

IEFEfREMNT =ML localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... ©.i%E4%.
Skt HTTP ik, IEAEZEfFRIAY... 403 Forbidden

19:58:53 #fi1% 403: Forbidden.

i 403 1%, WIRIRLL auditadm EEFHIHHE, SRIEBHIEE:

51

[root/auditadm_r/sO@~]# grep httpd /var/log/audit/audit.log

type=AVC msg=audit(1340193533.883:20566): avc: denied { getattr } for pid=12030 comm="httpd"
path="/var/www/html/file2" dev=sda1 in0o=2556185
scontext=sysadm_u:system_r:httpd_t:s0-s15:c0.c1023 tcontext=sysadm_u:object_r:sysadm_home_t:s0
tclass=file

type=SYSCALL msg=audit(1340193533.883:20566): arch=c000003e syscall=6 success=no exit=-13
a0=2b9ce05d7350 a1=7fffbcf977a0 a2=7fffbcfo77a0 a3=0 items=0 ppid=12020 pid=12030 auid=512
uid=48 gid=48 euid=48 suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=3279 comm="httpd"

exe="/usr/sbin/httpd" subj=sysadm_u:system_r:httpd_t:s0-s15:c0.c1023 key=(null)

JR A5t & context ANIEAf. file2 &7E/root B3 TAIEEM, HERALEAS B3R context. 4 mv #|
Ivar/www/html J5, H context A& GXANELESHE— LU o 2N MR, httpd FEFEFTTER

httpd_t 152 A B85 17 sysadm_home_t K, X SF7 ) %M.

5AREZEETX

AT restorecon T & ATKIEALNI E L, K SCAFRIERIN context:

31 H

[root/sysadm_r/sO@htmiJ# restorecon -v file2

restorecon reset /var/www/html/file2 context
sysadm_u:object_r:sysadm_home_t:sO->system_u:object_r:httpd_sys_content t:sO
[root/sysadm_r/sO@html}# Il -Z file2

-rw-r--r-- root root system_u:object_r:httpd_sys_content_t:s0 file2
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T wget HtB T

31 H]

[root/sysadm_r/sO@tmp]# wget http://localhost/file2
--20:11:54-- http://localhost/file2

IEFEfREMNT =ML localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... ©\i%&4%.
Ok HTTP &k, IE/ESFfFRIR... 200 OK
KJE: 0 [text/plain]

Saving to: “file2'

[ <=> 10 ---K/s inOs

20:11:54 (0.00 B/s) - “file2' saved [0/0]

WH LA cheon fir & FENESCLAFH context:

31 H]

[root/sysadm_r/sO@htmliJ# chcon -t samba_share _t file2
[root/sysadm_r/sO@html}# Il -Z file2

-rw-r--r-- root root system_u:object r:samba_share_t:s0 file2
[root/sysadm_r/sO@htmiJ# chcon -t httpd_sys_content _t file2
[root/sysadm_r/sO@html}# Il -Z file2

-rw-r--r-- root root system_u:object_r:httpd_sys_content_t:s0 file2

6.4 VAN

I, HATTR RS AT VS IR T, o LABHIAEN . RFSOSA it — AN 2 24 S B TR O
YR, EREATLTIF |, BT RGN B RN, (IR %% setools TAHL. Hik HLIR
N

& rascn

R R

(% x86_64 1] rom, & src.rpm JERLEL)
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ZAe )5, IR sesearch AR, A, FRATEH ps -eZ fiv4KFEFE Apache Mids BT ALTEM IR
(KED) -

51 H

[root/sysadm_r/sO@~]# ps -eZ|grep httpd

sysadm_u:system_r:httpd_t:s0-s15:¢0.c1023 12020 ? 00:00:00 httpd

sysadm_u:system_r:httpd_t:s0-s15:¢0.c1023 12028 ? 00:00:00 httpd

WY, RNiEEREAR, AT LA ]
51 H
[root/secadm_r/sO@~]# sesearch -s httpd_t -t httpd_sys content_t --allow
Found 6 av rules:
allow httpd_t httpd_sys_content_t: file { ioctl read getattr lock };
allow httpd_t httpd_sys content_t : dir { ioctl read getattr lock search };
allow httpd_t httpd_sys_content_t : Ink_file { ioctl read getattr lock };
allow httpd_t httpd_sys_content_t : file { ioctl read getattr lock };
allow httpd_t httpd_sys content_t : dir { ioctl read getattr lock search };

allow httpd_t httpd_sys_content_t : Ink_file { read getattr };

il LLEAK httpd _t U5 RN, WA

[root/secadm_r/sO@~]# sesearch -s httpd_t -a

BAKH, %E man, BiH]--help #HI.

NGE—TF, WRAREEE RS AT IE R IE4T, ASROEHAE N E A, AR A Vs ) Ak . Bk Gl SO s
P DA LR context. Vi#IN, context 5% (38) #BZTE policy "5 X UFHI. #Hm)ifvi, Wk
WRIEAAL B AT, B context ANIER, A5 ) wh AT g 2k .

CHER, XA IR, 54 Booleans, MLS/MCS “5FR#), J& i fhis: a3

A, XSO E R E e b, AR UL RTREE ARG ATRE S FrUARERGI U 426 (MAC) o #RE
BEAIN? TS, .
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6. WiETE FTX

EHRB MR A, KT P (BEEZhRE) FrACr SRR . R G MR 1 A
MR S5 AR AL T RAUSAN E Lo AFNRGUE LA, e 5 EARER LR S5 AT A K847 Hoh i ), A
SEEACFRSCAEI %A RS (context) o ARERMEHIEMAE: BIE. $EUL. REEh. BIEE.

N RBEZEETX

1B

BRSO, AT context (BIANARIEEL) , BiANEE context, S KHIERIARAEFN . 4ik0:
51

[root/secadm_r/sO@~]J# semanage fcontext -l|grep '/var/www(/.*)?'

Ivarlwww(/.*)? all files system_u:object_r:httpd_sys_content_t:sO

Ivarlwww(/.*)?/logs(/.*)? all files system_u:object_r:httpd_log_t:s0

HARIEMFRIER, Loaivariwww B T IFTE SO #:
51

[root/sysadm_r/sO@~]# cd /var/www/html
[root/sysadm_r/sO@htmlJ# touch file1
[root/sysadm_r/sO@html}# Il -Z file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file1

2.8 U f

PO, ERAHSSHITEIL T, Bl i 25 T ERUARE N, A2 OR B I SCAFIY context .
51

[root/sysadm_r/sO@html}# Il -Z file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file1

[root/sysadm_r/sO@html}# Il /etc/file1

Is: /etc/file: WA A CAFECH 5

[root/sysadm_r/sO@html}# cp file1 /etc/

[root/sysadm_r/sO@html}# Il -Z /etc/file1

-rw-r--r-- root root sysadm_u:object_r:etc_t:sO letc/file1

%540 ;3 H 103 @
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IR B CRAFAE, WA, BRNEOLT, HARK context 2 AN 42 ) :
31 H]

[root/sysadm_r/sO@html]# chcon -t samba_share _t /etc/file1
[root/sysadm_r/sO@htmlJ# Il -Z /etc/file1

-rw-r--r-- root root sysadm_u:object _r:samba_share_t:s0 /etc/file1
[root/sysadm_r/sO@htmliJ# Il -Z file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0O file1
[root/sysadm_r/sO@htmlJ# cp file1 /etc/

cp: AT HE T etclile1™? y

[root/sysadm_r/sO@htmlJ# Il -Z /etc/file1

-rw-r--r-- root root sysadm_u:object _r:samba_share_t:s0 /etc/file1

{fiF--preserve=context 4 (ffi5-c) , WA LAMREEIE AR 24 R
31 H]

[root/sysadm_r/sO@html]# cp --preserve=context file1 /etc/

cp: ATHHE T etclile1™? y

[root/sysadm_r/sO@htmlJ# Il -Z /etc/file1

-rw-r--r-- root root sysadm_u:object r:httpd_sys_content_t:s0O /etc/file1

-2 240, Wi HARK %4 BRI

31 H]

[root/sysadm_r/sO@htmlJ# cp -Z system_u:object_r:samba_share_t:s0 file1 file2
[root/sysadm_r/sO@htmlJ# Il -Z file*

-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:sO file1

-rw-r--r-- root root system_u:object r:samba_share t:s0 file2

3B

sl 2 R context 1. (E0 T~ HARERARRUE, X H A FIER
51 H

[root/sysadm_r/sO@htmliJ# Il -Z file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:sO file1
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[root/sysadm_r/sO@html]# rm /etc/file1
rm: SEEMMER — B SCE Yeteffile1™? y
[root/sysadm_r/sO@html]# mv file1 /etc/
[root/sysadm_r/sO@html}# Il -Z /etc/file1

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0O /etc/file1

XER: BIXHMAR, ARSI XA THERENIIH EEK context. AIEMH context 2B
LGRS FIX B AD B 3R

AfEH tar rd

BRAATEOL R, tar SR context. i, 5@ E 4.

51

[root/sysadm_r/sO@html]# touch file{1,2,3}
[root/sysadm_r/sO@html}# Il -Z file*

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file1
-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file2
-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file3

[root/sysadm_r/sO@html]# tar czvf test.tar.gz file*

fipe s«

51

[root/sysadm_r/sO@html]# mkdir /test
[root/sysadm_r/sO@html]# cd /test
[root/sysadm_r/sO@test]# tar xzvf /var/www/html/test.tar.gz
file1

file2

file3

[root/sysadm_r/sO@test]# Il -Z file*

-rw-r--r-- root root sysadm_u:object_r:root_t:sO  file1
-rw-r--r-- root root sysadm_u:object_r:root_t:sO0  file2

-rw-r--r-- root root sysadm_u:object_r:root_t:sO  file3

42 mH 103 @

\|



{£%& : Hyphen Wang RILE © www.linuxfly.org

Al i\ --selinux Z4kid 3 context {5 2.:

31 H]

[root/sysadm_r/sO@test]# rm -f file*

[root/sysadm_r/sO@test]# cd /var/www/html
[root/sysadm_r/sO@htmlJ# Il -Z file*

-rw-r--r-- root root sysadm_u:object_r:httpd_sys_content_t:s0 file1
-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0 file2
-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0 file3
[root/sysadm_r/sO@htmlJ# tar --selinux -czvf test.tar.gz file*
[root/sysadm_r/sO@htmiJ# cd /test

[root/sysadm_r/sO@test]# tar xzvf /var/www/html/test.tar.gz

file1

file2

file3

[root/sysadm_r/sO@test]# Il -Z file*

-rw-r--r-- root root sysadm_u:object r:httpd_sys_content_t:s0 file1
-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0 file2

-rw-r--r-- root root sysadm_u:object_r:httpd_sys content_t:s0 file3

XS IR context 1) tar €1, R NI, AR K ORISR 5 R S0 9 RSB

$ tar -xvf archive.tar | /sbin/restorecon -f -

¥ Ah, tar BEF—A--xattrs S2EHATREET BB acls 1 selinux B context.

SMAEZEETX

{1/ matchpathcon T4 1] LUK U4 AT H 1) context 275 #UM—2L:
51

[root/sysadm_r/sO@htmiJ# cd /var/www/html

[root/sysadm_r/sO@html]# chcon -t samba_share _t file1

[root/sysadm_r/sO@htmlJ# Il -Z file*
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-rw-r--r-- root root system_u:object_r:samba_share_t:s0 file1

-rw-r--r-- root root system_u:object r:httpd_sys_content_t:sO file2

-rw-r--r-- root root system_u:object r:httpd_sys_content_t:sO file3
[root/sysadm_r/sO@htmlJ# matchpathcon -V /var/www/html/*

Ivar/www/html/file1 has context system_u:object_r:samba_share_t:s0, should be
system_u:object_r:httpd_sys_content_t:sO

Ivar/www/html/file2 verified.

/var/www/html/file3 verified.

matchpathcon iy 4 L3 4exf Bt A2, AR TR0 s SO IERIE 50— 2.

6B ZE LT

SR SCA ) context ANIERf, AL SLE ST AT A feontext, 84 iR LS H] restorecon fiv K& IE
T ) context:

51 H

[root/sysadm_r/sO@htmiJ# restorecon -v file*

restorecon reset /var/www/html/file1 context

system_u:object_r:samba_share_t:s0->system_u:object_r:httpd_sys_content_t:sO

7REZE TN

RG] file_t A1 default_t 193 52 SN A SCAF AR ERIN AL .

31 H]

[root/sysadm_r/sO@htmliJ# cd /test

[root/sysadm_r/sO@test]# restorecon -v *

restorecon reset /test/file1 context
sysadm_u:object_r:httpd_sys content t:sO->system_u:object r:default_t:sO
restorecon reset /test/file2 context

sysadm_u:object_r:httpd_sys_content t:sO->system_u:object r:default_t:sO
restorecon reset /test/file3 context

sysadm_u:object_r:httpd_sys_content t:sO->system_u:object r:default_t:sO
[root/sysadm_r/sO@test]# Il -Z file*

-rw-r--r-- root root system_u:object r:default_t:sO file1

$ 44 H 103 @



{£%& : Hyphen Wang RILE © www.linuxfly.org

-rw-r--r-- root root system_u:object r:default _t:sO file2

-rw-r--r-- root root system_u:object_r:default _t:sO file3

IR Z I, FRATTPTRETRZE B 8 SCII . Cltn, P DTSN P ivariwww/ntml HSEF, T2 i fEftest H
R WA, BAM ZIEest 3 N BISCIEE A httpd_sys_content_t 2874,

AL semanage fcontext A4 KiHEAT:

[root/secadm_r/sO@www]# semanage fcontext -a -t 'httpd_sys content_t' '/test(/.*)?"

X BRGRE, REFEKIAE, LI secadm R/ (BF secadm_r AfR) R#T! FHERT

A ISR, S{RA7E#E /etc/selinux/mlis/contexts/files/file_contexts.local 14
51 H

[root/secadm_r/sO@www]# cat /etc/selinux/mlis/contexts/files/file_contexts.local
# This file is auto-generated by libsemanage

# Please use the semanage command to make changes

/test(/.*)? system_u:object r:httpd_sys content t:sO

ERIA A context $E 7 /ete/selinux/mlis/contexts/files/file_contexts Ao {HIX W34 (£14% contexts H
SRS FARLZFAMEM, R T HIEA ! Rz semanage, BiE: T libsemanage PRI KK
THREHE, XGRS TR .

A TixA feontext #MI, kAl LA restorecon 4 1&%E context:

51 H

[root/sysadm_r/sO@test]# restorecon -v file*

restorecon reset /test/file1 context
system_u:object_r:idefault_t:sO->system_u:object r:httpd_sys_content_t:sO
restorecon reset /test/file2 context
system_u:object_r:default_t:sO->system_u:object_r:httpd_sys content_t:sO
restorecon reset /test/file3 context

system_u:object_r:default_t:sO->system_u:object _r:httpd_sys content_t:sO

FA5TWH 13 7|
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MHBRFLN, 23 L H semanage fcontext #r4H1ff-a (£ add) , BUN-d (FoxdeD) :
51 H

[root/secadm_r/sO@www]# semanage fcontext -d -t 'httpd_sys content_t' '/test(/.*)?"
[root/secadm_r/sO@www]# cat /etc/selinux/mlis/contexts/files/file_contexts.local
[root/secadm_r/sO@www]# cd /test

[root/secadm_r/sO@test]# restorecon -v *

restorecon reset /test/file1 context
system_u:object_r:httpd_sys_content_t:s0->system_u:object r:default t:sO
restorecon reset /test/file2 context

system_u:object_r:httpd_sys_content t:sO->system_u:object_r:default_t:sO
restorecon reset /test/file3 context

system_u:object_r:httpd_sys_content t:sO->system_u:object _r:default_t:sO

WX %, %% man B{ semanage --help.

filhn, XEEAE L SL Y, whiEd-r 280 L, WA

51 H

[root/secadm_r/sO@test]# semanage fcontext -a -t 'httpd_sys content_t' -r 's0-s15:¢0.c1023' '/test(/.*)?"
[root/secadm_r/sO@test]# semanage fcontext -l|grep '/test(/.*)?"

ltest(/.*)? all files system_u:object_r:httpd_sys content t:s0-s15:¢0.c1023

8. ERHAM MRS
BRI E AN, RGEHIfile_t A1 default_t PIAENERIAER, EATHIZR 3 252 0E AgAN R . Bk

IL: The file_t and default_t Types

FEA R A XX RS  SELinux context . [KIJNSELinux Hicontext SZBR &7 U G5 S Hxattr
B AL, MRE X RGHA TR ZEM. fli: viat, NTFS. NFS. CIFS (RlSamba) %%,

BT, RGURME T —L6 28, TEHEUNTR 745 E Mcontext. i1, BRIANFSZEfinfs_t 285, TMifEH-o

context %, IR Fhttpd_sys_content_t K5, {EE LA Likkhttpd t V5

# mount server:/export /local/mount/point -o context="system_u:object_r:httpd_sys_content_t:s0"
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(A @SB LIRS AEANFSH BN IR _F 1, AR kaskin @ SO el BART L Context Mounts il

Mounting an NFS File System

AR, FATRXINFS #ATZEER (THRT) o MEHEHRSE, ERXELT e, i

# mount server:/export/web /local/web -0 context="system_u:object_r:httpd_sys_content_t:s0"

# mount server:/export/database /local/database -0 context="system_u:object r:mysqld_db_t:sO"

kernel: SELinux: mount invalid. Same superblock, different security settings for (dev 0:15, type nfs)

KM -0 nosharecache,context 2%k, n:

51 H

# mount server:/export/web /local/web -0
nosharecache,context="system_u:object_r:httpd_sys_content_t:s0"
# mount server:/export/database /local/database -0

nosharecache,context="system_u:object r:mysqgld db_t:s0"

XHE, NFS 2 fitff)/export i fi/web fl/database H 3l # 7 A EIAF H H 3N, W HMA AR K %
ol

X X HER - BRERE K, FERAARFE context. HE, TANEZFHM. XaLH
#EER, XK context £BHEL.

A ESCIURF AL, FTERCE S Netc/fstab i

51 H

server:/export /local/mount/ nfs context="system_u:object_r:httpd_sys content t:s0" 0 0

HAREW: Multiple NFS Mounts

A BB, BN RGO SRFRZY IR . (HHEASRAMH, Rawmy RREEAZ4e (4t

Feix ) o X, uFH-o defcontextZ %, .
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contextZ ¥, w4 LT UASE NS, BRACRHMENSECRER, B NAREIRE:; idefcontext,
AR BNEELR), AT LMREFER . contextZ U FHEBHI X RG-SR B 2R IEr, #lm
NFS; defcontextZ N o] i T H:E S HF 2@ RS R 48, Bllinext3/4. BARATUIS%.

KO R ERERIE, MLS HENET, XM B A . AERER U AR, A E A
BN, AT, EBERATEREL T, AiRRHEE By Permissive,  LLEEH.

7. BeEfmREHEME

Y S T BRI 224 B RS0, R RGRS RN SR VRIS R IRFIFE4T . &4 SELinux
policy B HINIRS & X T YL N C(rules) 1 User. Port ZJE 1k (elements) , W3l FhE 44t
K7€ XN Booleans (Fi/RIE) . 1EHUN N 75 B 4w 5SRO F (policy source) NFTHIMELR, 4R 5 B HTN
N\ SELinux %0, TAESE %0 BAER o Ik, RGHRME T 7T AT X 2o Pt TAEROIEIL R, S &k
A RAEAN B, A2 6 AL R IR 55 5 2 Th e

4. BEA/REMREE

1.R% 8w E
Al LU seinfo #7451 248 SELinux policy JITf At & J& EAE 5 v -
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Auditallow: 26 Dontaudit: 119374
Role allow: 10 Role trans: 131

Type_trans: 3857 Type_change: 56

Type_member: 8 Range_trans: 203
Constraints: 185 Validatetrans: 7
Fs_use: 19 Genfscon: 75
Portcon: 322 Netifcon: 1
Nodecon: 8 Initial SIDs: 27

RFSOS4 R4t EIE T Bk ifjpolicy N4, TMseinfo 24 Hisetools ffflt, FEBITaed, HIL

[]SELinux & 8% 31 Fa i ——I8 4T %5 — Lo
2.4 /R1E

Fi/R1H (Booleans) A FEMF 2 —HMN Crules) &R, EX—ANLH, MBI A&, %
ARG, DA R SEEe AT BE SR . B A EAT(TSELinux #UU40 S %1iE, RERAIEZ (On) B H

(Off) BJFJ,

ffifflgetsebool 4 EF LHiBooleansik4s:
51 H

[root/secadm_r/sO@~]# getsebool -a|more
allow_console_login --> off

allow_cvs_read_shadow --> off

RHEL 6 /A< semanage boolean -| fir4$2ft4 > Booleans i FIIRZ & & 1, H RFSOS4 LA T £ o
{i [} semanage M4 &FE &% H f] Booleans:
51 H

#semanage boolean -

SELinux boolean Description
ftp_home_dir -> off Allow ftp to read and write files in the user home directories
xen_use_nfs -> off Allow xen to manage nfs files
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Bln: @A P BN user_t B4y, 2 BABURIAT dmesg 14 11:

51 H

[newuser@localhost ~]$ id

uid=524(newuser) gid=524(newuser) groups=524(newuser) context=user_u:user_r:user_t:s0
[newuser@localhost ~]$ dmesg

klogctl: FBRAEE

& Booleans 14

51 H

[root/secadm_r/sO@~]# getsebool user_dmesg
user_dmesg --> off

[root/secadm_r/sO@~]# setsebool user_dmesg on
[root/secadm_r/sO@~]# getsebool user_dmesg

user_dmesg --> on

XFE, newuser HI LA LLZAT dmesg @4 T -

51 H

[newuser@localhost ~]$ dmesg|head -n1

Linux version 2.6.18-194.1.AXS3 (packager@asianux.com) (gcc version 4.1.2 20080704 (Asianux 3.0

4.1.2-48)) #1 SMP Fri May 7 10:03:53 CST 2010

A, RRAZMEES, HEGANEEA, Fn-P 24
51 H

[root/secadm_r/sO@~]# setsebool -P user_dmesg on

KM off . B £ Booleans ¥ &, #1: allow_console_login. httpd_can_network_connect_db.

httpd_enable_homedirs %5, i HATEH.

3.E.E SELinux B
AR, SELinux 5 X[ —LEM: (elements) F-FiHBhkISULECLR . @i semanage & AITEAME
i EY 4 SRS IR SCE (policy sources) [TEILT, X SELinux & X IHJE HERATALE .

%5 50 ;3 # 103 @
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1) FEZH

BIASHIE NGRS, —OHFEH—M:
51 H

-l ATEWCAE XK (record)

-a : WNI—FRTIE SR

-d: MR —FEiLSk;

-m: B EA LR

2) login /&

BT & Unix FIP SR 8005, i3 2Ifx RSELinux User, A Jzcontexthric, £ 11 770
UL, fin:

g1 H]

[root/secadm_r/sO@~]# semanage login -l

Login Name SELinux User MLS/MCS Range
__default__ user_u sO

auditadm auditadm_u s0-s15:¢0.c1023
root root s0-s15:¢0.c1023

secadm secadm_u s0-s15:¢0.c1023
sysadm sysadm_u s0-s15:¢0.c1023
system_u system_u s0-s15:¢0.c1023

3) user 1%

B E IS, SELinux User XJif¥) Unix User. MLS/MCS S, UL AT 1 A
5|

[root/secadm_r/sO@~]# semanage user -I

Labeling MLS/ MLS/

SELinux User Prefix MCS Level MCS Range SELinux Roles

auditadm_u  auditadm sO s0-s15:¢0.c1023 system_r auditadm_r

%551 #1031\
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root sysadm  sO s0-s15:¢0.c1023 system_r sysadm_r staff r secadm_r
auditadm_r

secadm_u secadm sO s0-s15:¢0.c1023 system_r secadm_r

staff u staff sO s0-s15:¢0.c1023 sysadm_r staff r secadm_r auditadm_r
sysadm_u sysadm  sO s0-s15:¢0.c1023 system_r sysadm_r staff r
system_u user sO s0-s15:¢0.c1023 system_r

user_u user sO sO user_r

B, 24 sysadm FEAHN ZRim Bft, f& sysadm_u:sysadm_risysadm _t; B ssh BFfE, 2

sysadm_u:staff_r:staff t , secadm Z/ /7 R AREYNE staff_r K.

4) port jE1F

REFRE ST SR ARG II2E MY (Type) P Ao o B C e S o 1 ob, R 55 AN BE
A P 3 1 2

51 H

[root/secadm_r/sO@~]# semanage port -l|grep -w http_port_t

http_port_t tcp 80, 443, 488, 8008, 8009, 8443

5) interface /71

Stof IS4 136 546 82 ) context:

31 H]

[root/secadm_r/sO@~]# semanage interface -I

SELinux Interface Context

lo system_u:object_r:lo_netif t:s0-s15:¢0.c1023

6 fcontext /71#

PAVFERTTE L0 L sy e gl

31 H]

[root/secadm_r/sO@test]# semanage fcontext -l|grep '/test(/.*)?"

ltest(/.*)? all files system_u:object_r:httpd_sys content t:s0-s15:¢0.c1023

%527 H 103 @
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7) translation /#/#

RFTRIFEH MLS/MCS #5740, 41 SL SRR A NG, S BARIN(E B
51 H

[root/secadm_r/sO@~]# semanage translation -l|grep SystemLow-SystemHigh

s0-s15:¢0.c1023 SystemLow-SystemHigh

RN BRI A R S, AR ESER AR . AR man, SiH]--help 2.

437
1) semange user 7’MLS/MCS Range #Z/5

{#fl semanage user @& SELinux User (1438 2 iX

[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s0-s5:¢1.c20 -L sO chuzhang_u

HAd1,-R & SELinux Roles, -P & SELinux Prefix,-r ;& MLS/MCS Security Range,-L & Default SELinux
Level for SELinux use. iX7E man semanage FH U, KEZAMEIRM. (H-r F1 -L WAMERBEE, X
semanage login ff-r 2508 H Bm, HEA G semanage user HE LHIH:A SELinux User
f) MCS Range Jul. I, LLLETEBGER DL, WA #RAE 2RI

51 H

[root/secadm_r/sO@~]# semanage login -a -s chuzhang_u -r s5:¢c30 chuzhang

libsemanage.validate _handler: MLS range s5:c30 for Unix user chuzhang exceeds allowed range
s0-s5:¢1.¢c20 for SELinux user chuzhang_u

libsemanage.validate _handler: seuser mapping [chuzhang -> (chuzhang_u, s5:¢30)] is invalid
libsemanage.dbase_llist_iterate: could not iterate over records

lusr/sbin/semanage: Joi%iN chuzhang ¥ 35 i

H3i4E SELinux User (¥) MCS Range 1] 7t [ P i3 2 #1542 7T LLI -

[root/secadm_r/sO@~]# semanage login -a -s chuzhang_u -r s5:c20 chuzhang

PL chuzhang FH Bk R4, HI3REHT context A:

51 H

%553 H 103 @
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[chuzhang@localhost ~]$ id -Z

chuzhang_u:user_r:user_t:s5:c20

2) semanage user ‘#/MLS/MCS Level #E1H

-L J& Default SELinux Level for SELinux use, ERiAE Y sO. 4iln:

[root/secadm_r/sO@~]# semanage user -m -R user_r -P user -r s0-s5:¢1.c20 -L sO chuzhang_u

[root/secadm_r/sO@~]# semanage login -m -s chuzhang_u -r s0-s5:¢1.c10 chuzhang

[chuzhang@localhost ~]$ id -Z

chuzhang_u:user_r:user_t:s0-s5:c1.c10

B JAE s0, MI4xf2ni semanage login KI-r Z8HBE . #iltn:
51 H
[root/secadm_r/sO@~]# semanage user -m -R user_r -P user -r s0-s5:¢1.c20 -L s1:¢10 chuzhang_u

[root/secadm_r/sO@~]# semanage login -m -s chuzhang_u -r s0-s5:¢1.c10 chuzhang

X B A MLS/MCS Level BRiMEMCHN s1:¢10, 1fj semanage login #7448, 1HLL chuzhang &3k
51 context & AN[F] ] :

51 H

[chuzhang@localhost ~]$ id -Z

chuzhang_u:user_r:user_t:s1:¢10-s5:¢1.c10

AT W, ‘B4f#f] semanage user ) MLS/MCS Level ## semanage login H-r %1 s0 #47.

WIRARHE E semanage login -r ) s0 #4382 GXBITF 54N FEUERA 1 A 58 Ao 72 2R LD
51 H

[root/secadm_r/sO@~]# semanage login -m -s chuzhang_u -r s5:¢1.c10 chuzhang

A A — A%, MAREAE — ML N AEE):

F54MH 103 ]|
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31 H]
[chuzhang@localhost ~]$ id -Z

chuzhang_u:user_r:user_t:s5:¢1.c10

F4h, 4T semanage user B, RASKE-L ZR/IE-r MIEEN, H{EH semanage login £ il
T -

51

[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s2:¢0.c10-s5:¢1.c20 -L s6:c30
chuzhang_u

[root/secadm_r/sO@~]# semanage login -a -s chuzhang_u -r s2:c0 chuzhang
libsemanage.validate_handler: MLS range s2:c0 for Unix user chuzhang exceeds allowed range
s2:¢0.¢10-s5:¢1.¢20 for SELinux user chuzhang_u

libsemanage.validate_handler: seuser mapping [chuzhang -> (chuzhang_u, s2:c0)] is invalid
libsemanage.dbase_llist_iterate: could not iterate over records

lusr/sbin/semanage: Jii%Jy chuzhang 1% s LT

(-L ) s5:¢10 7E -r ff] s2:¢0.¢10-s5:¢1.c20 Z4M)

WA BRI R AL -r FI-L F7E

51

[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s2:¢0.c10-s5:¢1.c20 -L s2:c0 chuzhang_u
[root/secadm_r/sO@~]# semanage login -a -s chuzhang_u -r s2:c0 chuzhang
libsemanage.validate_handler: MLS range s2:c0 for Unix user chuzhang exceeds allowed range
§2:¢0.¢10-s5:¢1.¢20 for SELinux user chuzhang_u

libsemanage.validate_handler: seuser mapping [chuzhang -> (chuzhang_u, s2:c0)] is invalid
libsemanage.dbase_llist_iterate: could not iterate over records

lusr/sbin/semanage: Jii%Jy chuzhang 1% s LT

C-r AR sO FFERD

XRERBEE AT BLE
51 H

555 H 103 @
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fHE T MLS/MCS Level i, chuzhang A/ B 28R FHFERE, context 4%, FREFAR

ed Flag Security 05 4.8
Hernel 2.6.18-128.7AX53 on an x86_64

localhost login: chuzhang
No device configured for user "chuzhang”.

you like to enter a security context?
user_r

: =8

valid =zecurity context

you like to enter a security context?
user_r

: 52_chH

valid security context

you like to enter a security context?
user_r

i sB-s5:cl.c28

valid =zecurity context

you like to enter a =security context? [H]

—4)1E, %5 semanage user WE-L S, WHSII RBEZEZEARNME ! 2L, BB, FEELAR

WME s0. T IX LA fi

3) semanage user £/ semanage login /%

N O 4AFAE semanage login # & 1 SELinux User, 7E152 semanage user Al g2t :

% 56 T & 103 |@
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[root/secadm_r/sO@~]# semanage login -l|grep chuzhang

chuzhang chuzhang_u s5:¢1.c10

iR IMER, B semanage login WE KM, FHEHRENW,
51 H
[root/secadm_r/sO@~]# semanage login -d chuzhang

[root/secadm_r/sO@~]# semanage user -m -R user_r -P user -r s2:c0-s5:¢1.c20 -L s2:c0 chuzhang_u

KU, #5FEMMER SELinux User, &56344T semanage login -d user &M ™, 285 34T semanage
user -d 4. (FH Unix User &K, AU HAT userdel -r user &)

PAERERIECE, AR AETO 7 BB B SRS BRI 0L T, B AT 35 20K, ATEAT st sl . (3
TSRS, w0 'S TE SIS SCPF, FFADR PP OBEHUINA SELinux G447

8. HitHE

RGN AV o) AR BN R SVEREAT AN, MR AR, BREUNENE E SO dontaudit 4b, 2%
A B AVC 1 Bt A2 # i H &Eivar/log/audit/auditlog ST . 24 fevr & AL, WA DLECHUN )1 A auditallow

FHEABAHE. R B AR RS, & BN A SR

A\ #HitHE

1LEEHE

F P auditadm 5% auditadm_r f&E2&L TR &R R, secadm WEgvi s i HE, {H sysadm &%
HRPRM . @1 H &M Tivarloglaudit H3E T, X1 HEN auditlog. V1, © 2SR T s15.
51 H

[root/auditadm_r/sO@~]# Il -Z /var/log/audit/audit.log

“FW====-=- root root system_u:object_r:auditd_log_t:s15:¢0.c1023 /var/log/audit/audit.log

BN, LLsysadm A 8 it H E A
51 H
[root/sysadm_r/sO@~J# Il /var/log/audit

Is: /var/log/audit: HRANE

57103\
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W, fEH T HEP RN

51

type=AVC msg=audit(1340382307.771:270): avc: denied { getattr } for pid=4288 comm="Is"
path="/var/log/audit" dev=sdal ino=1900937 scontext=sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023
tcontext=system_u:object_r:auditd_log_t:s15:c0.c1023 iclass=dir

type=SYSCALL msg=audit(1340382307.771:270): arch=c000003e syscall=6 success=no exit=-13
a0=7fffee3b2b66 a1=13e58808 a2=13e58808 a3=3395751a30 items=0 ppid=4252 pid=4288 auid=512
uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts3 ses=32 comm="Is" exe="/bin/Is"

subj=sysadm_u:sysadm_r:sysadm_t:s0-s15:¢c0.c1023 key=(null)

AVC i BILP A7 Bl L Ar= iR AU BLE, i pid=4288.

2 HEFR

AVC 527> T il 6 5Bt

51 H

1) type: B SFH AR AR T BT UG 2 MR, BN SEALR H “type="TI AT A B RYIL FIAR IR 1),
AP IR ATZR & AVC, bRl HIX A E R4 AVC R, e B MAaR USER_AUTH, LOGIN,
SYSCALL #1 PATH;

2) msg: FIZHESLTE T E B A% BT A A E D E— AN E Sk, AR — AN REGR B S BRI F A S,
FEIXANH B AR I (B2 1135098961.471, T2 MILHERT [A] EASK 1K) LLAAFD g S A7 (I, ZESX AT
JP 9 2 1770, B HRbR R AR R A= A 1 2 A S A B, B, — A3 B AR A RS0
AT AVC HZHE ., XSy BT 505 2 A R

3) ave: ENFEABFUARMAEMIER T, EAniHH F%HE B 2K A RV i RIE 4V, LR vrel
TRLEIIVF AT, X B DA — ANV, #kE —ANFARI, 4R denied FnIXANTH E K H U5 194
fE4h, VU2 H granted RoR11;

4) scontext: R context;

5) tcontext: K[ context;

6) tclass: FARMIFMRIGA, FVFEEELERIVE AR BN RS0 E Ui A& (AV) .

IHEMER
ave FEURMLE T R AR A N TEANE R, B RIS ENREEN. v, 5308 R MRk
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) F B A RO B R inode 5, 5 IIER A 5K AR AR S i A B AL T B A P M R S
fE_EHERIE T d, A 4 TR

51 H

1) pid: 2205 ) PR R IRAT, ETE— N HRRF R 2 AR R A o7 bR IR T AR
2) comm: SHRECERRIAIHAT M4, (HAGEBRIRE R,

3) path: AT AT 4 HISEPRERAE

4) dev Ml ino: 5 HFRKERH S XMAT RIFARR B (dev) Hlinode 5 (ino) , ANSRAE A% B ik

AR, AT DUE EARIRRE A,

M4k, SYSCALL 5 AVC # 3t i, SYSCALL 1 success FERFREIER BRI . no &R, yes &

e WIIHIRE A AL AVC LUK denied, {HizfT#iz0 Permissive, FTLL, SEPRIEAEZ5EM T -

4. ] % Kind

DD BRI T auditd IRSS, JLERAR EBIR:
51 H

[root/auditadm_r/sO@~]# service auditd status

auditd (pid 2336) IE7EIEAT...

I aureport 4 A A B UHE R
31 H]
[root/auditadm_r/sO@~]# aureport -a

NOTE - using built-in logs: /var/log/audit/audit.log

AVC Report

1.2012 % 06 A 13 H 16:56:01 modprobe system_u:system_r:insmod_t:s15:¢0.c1023 17

5 capability sys_nice system_u:system_r:insmod_t:s15:¢0.c1023 denied 41

2.2012 4206 H 13 H 16:56:01 modprobe system_u:system_r:insmod_t:s15:¢c0.c1023 17

5 capability sys_nice system_u:system_r:insmod_t:s15:¢0.c1023 denied 42

59 H 103 @
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it ausearch i 4w it H BT R :

51

[root/auditadm_r/sO@~]# ausearch -m avc

NOTE - using built-in logs: /var/log/audit/audit.log

time->Wed Jun 13 16:56:01 2012

type=SYSCALL msg=audit(1339577761.740:41): arch=c000003e syscall=175 success=y
es exit=0 a0=19038e90 a1=bf58 a2=19029440 a3=19029440 items=0 ppid=2383 pid=23
84 auid=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty
=(none) ses=4294967295 comm="modprobe" exe="/sbin/modprobe" subj=system_u:syst
em_r:insmod_t:515:¢c0.c1023 key=(null)

type=AVC msg=audit(1339577761.740:41): avc: denied {sys_nice } for pid=238

4 comm="modprobe" capability=23 scontext=system_u:system_r:insmod_t:s15:c0.c10

23 tcontext=system_u:system_r:insmod_t:s15:c0.c1023 tclass=capability

A — e R 24

51

# ausearch -m avc -ts today <-- 4 RK#gFaaf) H &

# ausearch -m avc -ts recent <-- ¥ 10 7 8P R4 H &

# ausearch -m avc -c httpd <-- httpd #4774 K34 H &

it auditewhy i F] A T H S| L i
51
[root/auditadm_r/sO@~J# audit2why < /var/log/audit/audit.log
type=AVC msg=audit(1340382307.771:270): avc: denied { getattr } for pid=4288 comm="|s"
path="/var/log/audit" dev=sda1 ino=1900937 scontext=sysadm_u:sysadm_r:sysadm_t:s0-s15:c0.c1023
tcontext=system_u:object_r:auditd_log_t:s15:c0.c1023 tclass=dir
Was caused by:
Constraint violation.
Check policy/constraints.

Typically, you just need to add a type attribute to the domain to satisfy the constraint.
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RHEL %% Z4:it Hisetroubleshoot. setroubleshoot-server fif2fit T setroubleshoot iK%, sealert fir4-4%
FEVEHE SR, Bk &%, . {HRFSOS 4 #iR X IfE.

BT ke A, RAEATIET audit2allow 4 GRG0 50 VE BN BESE, DI 4t T
Fliif

9. AINFeFEN

MATTH AR PR, RGO E L TWFZHN, Havrsid &t (Elements) Fifi/R{E (Booleans) %fI/T
FCHIUEAT SO o (HSEBRMII G SRR A, R B E, FRATIE T ZA AN . AT, BRI ARy
WAL T AN B AT SELinuxtZ Corfr, THLIN 20 SRR, 2%, HEAIRRGEHY . Ak,
et Taudit2allow TR, EREEESTHIFHEE S, OEBEERERER RN, 4 R
UG, AR o

RFSOS4 [{ISELinux Z4: 5% /&5 Treferrence policy, S FHIERIBLHINM B R, Hltn, Al
1 — Kt tbbash B R 3 IR IR PPAR B, it A2 P Ik . X
B, LUz 7ok Ui Bl <t ik audit2allow A ET B9 SO R RS e

Jus BN
1.SELinux &%

RG YT PP e, {5 7E /etc/selinux/mls/modules/active/modules/ B 7

N EAREAE RN, W EAE RS SR L te SCAF, SiFN.pp BBRJE, ERTINA policy Mg . {HE,
TE SCHRAREZRM U ad) , M SOE A U e vr A limed, S0gessibm. mREAIR

AEAEE— L YF AT RN, audit2allow iy 4 A) S H AT,

% 61l T H 103 |@
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XH, AL, EER IR PP &), {#H audit2allow fir4-G0EE O PP BHL, 2RI /E 2.
BAIMEOL T, R sysadm_r M H 7 A% root H LS ; il i ix sk, 173 secadm_r 4t F thXd/root

HRIES.

2R TR

B, BATEE N RAMBIRE, H semodule iy 2402 HIMIAN PP R
51 H

[root/secadm_r/sO@~]# semodule -l|grep enter

enter root 1.0

[root/secadm_r/sO@~]# semodule -r enter_root

X#E, secadm FI/ (HAta N secadm_r) HiARES iFl/root H3E T :
51 H
[root/secadm_r/sO@~]# touch /root/test

touch: JCiLfhl “/root/test”: FUPR AT

) O e = PR E it B

51 H

[root/secadm_r/sO@~]# id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023

[root/secadm_r/sO@~]# Il -Zd /root/

drwxr-x--- root root root:object_r:sysadm_home_dir_t:s0-s15:c0.c1023 /root/

AW, secadm_r FrAbRISEAITE secadm t, /root H AIZRAEE sysadm_home dir t . ik secadm r

Mt root HEEEE, Blik secadm_t #A % sysadm_home_dir t B —HATHR

RGEEBM I F 2

51 H

[root/secadm_r/sO@~]# sesearch -s secadm_t -t sysadm_home_dir_t --allow
Found 7 av rules:

allow secadm_t sysadm_home_dir_t : file { getattr relabelfrom relabelto };

%627 H 103 @
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allow secadm_t sysadm_home_dir_t : dir { ioctl read getattr lock relabelfrom relabelto search };
allow secadm_t sysadm_home_dir_t : Ink_file { getattr relabelfrom relabelto };

allow secadm_t sysadm_home_dir_t: chr_file { getattr relabelfrom relabelto };

allow secadm_t sysadm_home_dir_t : blk_file { getattr relabelfrom relabelto };

allow secadm_t sysadm_home_dir_t : sock_file { getattr relabelfrom relabelto };

allow secadm_t sysadm_home_dir_t : fifo_file { getattr relabelfrom relabelto };

3. Bl

i audit2allow iy & BIEHTHL AL BOEH 01T -
1) tJ##Permissive =

51 H

[root/secadm_r/sO@~]# setenforce 0
[root/secadm_r/sO@~]# getenforce

Permissive

XKD RABA, RELE, K WA TR

2) JFEHIHE

audit2allow iy &AM & TF H AR A B TE SCHEAT PP AELHI), il AR SRSy, BICF —25
i, EHEIFHE&NE, HT.

31 H

[root/secadm_r/sO@~]# echo > /var/log/audit/audit.log

[root/secadm_r/sO@~]# Il /var/log/audit/audit.log

“FW==-=-=- 1 root root 1 06-26 13:34 /var/log/audit/audit.log

3) HAT AL ST BZE L, T AZT IR F
B, L secadm FI AT

31 H]

[root/secadm_r/sO@~]# cd /root
[root/secadm_r/sO@~]# echo 1111 > test
[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root secadm_u:object_r:sysadm_home_dir_t:s0 test
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[root/secadm_r/sO@~]# rm test
rm: ZEMER — B “test™?y
[root/secadm_r/sO@~]# mkdir test

[root/secadm_r/sO@~]# rmdir test

—AJIE, R BRI, A T B A C X SRR VRN B . DT A A R AZ S AT e 4
et filin, EEEERE 2 AR H S

31 H]

type=AVC msg=audit(1340468838.415:1658): avc: denied { create } for pid=7763 comm="mkdir"
name="test" scontext=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023
tcontext=secadm_u:object_r:sysadm_home_dir_t:s0 tclass=dir

type=SYSCALL msg=audit(1340468838.415:1658): arch=c000003e syscall=83 success=yes exit=0
a0=7fff697f9b5d a1=1ff a2=3395750114 a3=3395751a30 items=0 ppid=7162 pid=7763 auid=513 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts1 ses=234 comm="mkdir" exe="/bin/mkdir"

subj=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023 key=(null)

STELCART H &, AT R BLEEAFE & denied 1, {H success=yes , X2 Permissive =,

4) fE/f audit2allow 7$6Y# PP #Lk
51 H
[root/secadm_r/sO@~]# cd /tmp

[root/secadm_r/sO@tmp]# grep 'secadm_t' /var/log/audit/audit.log|audit2allow -M mytest

*hkkkkkhkkhhkkkhhhkkhk IM PORTANT

To make this policy package active, execute:

semodule -i mytest.pp

% FIH grep A yEE IR EHE, DUEAERSGEE WAL, #{EF audit2allow -a -M mytest 5 AT E
X RAEITHE . (TRES g — SRR E VAT

TE CHAAEMT:
51 H
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[root/secadm_r/sO@~]# cat /tmp/mytest.te

module mytest 1.0;

require {
type sysadm_home_dir_t;
type secadm_t;
class dir { write remove_name create add_name rmdir };

class file { write create unlink };

allow secadm_t sysadm_home_dir_t:dir { write remove_name create add_name rmdir };

allow secadm_t sysadm_home_dir_t:file { write create unlink };

5) W#PP Hitk, i

PAT:

51

[root/secadm_r/sO@tmp]# semodule -i mytest.pp

[root/secadm_r/sO@tmp]# semodule -l|grep mytest

mytest 1.0

[root/secadm_r/sO@tmp]# Il /etc/selinux/mls/modules/active/modules/mytest.pp

“FW====-=- 1 root root 1113 06-24 00:41 /etc/selinux/mls/modules/active/modules/mytest.pp

W 3 Enforcing #5530, B JFORBEEE I #AE, BT
51

[root/secadm_r/sO@tmp]# setenforce 1
[root/secadm_r/sO@tmp]# cd /root/

[root/secadm_r/sO@~]# cd /root/

[root/secadm_r/sO@~]# echo 1111 > test
[root/secadm_r/sO@~]# rm test

rm: ZEMER — B “test™?y
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[root/secadm_r/sO@~]# mkdir test

[root/secadm_r/sO@~]# rmdir test

BAERI! BEHEIHE, BAEAHEEEIERCS, UEY i mytest.pp BEHUIMA RSB 242

fii ] sesearch i 42 M :
51
[root/secadm_r/sO@tmp]# sesearch -s secadm_t -t sysadm_home_dir_t --allow
Found 7 av rules:
allow secadm_t sysadm_home_dir_t : file { write read getattr relabelfrom relabelto unlink };
allow secadm_t sysadm_home_dir_t : dir { ioctl read write create getattr lock relabelfrom
relabelio add_name remove _name search rmdir };
allow secadm_t sysadm_home_dir_t : Ink_file { getattr relabelfrom relabelto };
allow secadm_t sysadm_home_dir_t: chr_file { getattr relabelfrom relabelto };
allow secadm_t sysadm_home_dir_t : blk_file { getattr relabelfrom relabelto };
allow secadm_t sysadm_home_dir_t : sock_file { getattr relabelfrom relabelto };

allow secadm_t sysadm_home_dir_t : fifo_file { getattr relabelfrom relabelto };

DL {8 audit2allow Ay 4% fo BB ER 1) JE A IR

4. A

A, ZIEEAEER T ROy, BATHCIERNA RS CA RIS, TR AZHR .
1) LER 5k

FATLL secadm 7 B il — IR ¢ i«

51 H

[secadm@localhost ~]$ su -

F4

-bash: /root/.bash_profile: F{FRAN

-bash-3.2#

BAERFTEAT root HFEMISCM:? FH/root,.bash_profile ] context:
51 H
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[root/secadm_r/sO@~]# # Il -Z /root/.bash_profile

-rw-r--r-- root root root:object_r:sysadm_home_t:sO /root/.bash_profile

KM sysadm_home_t, 1A~ J2&/root HRFT#ER] sysadm_home_dir_t. f restorecon &= —F:
31 H]

[root/secadm_r/sO@~]# cd /root/

[root/secadm_r/sO@~]# echo 1111 > test

[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root secadm_u:object_r:sysadm_home_dir_t:s0 test

[root/secadm_r/sO@~]# restorecon -v test

restorecon reset /root/test context

secadm_u:object_r:sysadm_home_dir_t:sO->root:object_r:sysadm_home_t:s0

JE Sk % %48 ] sysadm_home_t %!,

WHLE UL, 7E/root HX'T, secadm BIEEM test UL sysadm BIEE K1 context N[, FHE sysadm
P RIS

31 H

[root/sysadm_r/sO@~]# echo '1111' > test1
[root/sysadm_r/sO@~J# Il -Z test1

-rw-r--r-- root root sysadm_u:object_r:sysadm_home_t:s0 test1
[root/sysadm_r/sO@~]# rm test1

rm: SR EMHER — B S test17? y

[root/sysadm_r/sO@~]# mkdir test1

[root/sysadm_r/sO@~]# Il -Zd test1

drwxr-xr-x root root sysadm_u:object_r:sysadm_home_t:s0 test1

[root/sysadm_r/sO@~]J# rmdir test1

KA JE sysadm_home_t 1. {H secadm % 52 sysadm_home_t JSTY A AR «
31
[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root root:object_r:sysadm_home t:sO test
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[root/secadm_r/sO@~]# cat test

cat: test: FURAIE

2) H—Wi

#48ik secadm AT sysadm_home_t SRS, L E A — K audit2allow [0 ERIE.
51

[root/secadm_r/sO@~]# setenforce 0

[root/secadm_r/sO@~]# cd /root/

[root/secadm_r/sO@~]# rm -f test

[root/secadm_r/sO@~]# echo '1111' >test

[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root secadm_u:object_r:sysadm_home_dir_t:sO test
[root/secadm_r/sO@~]# restorecon -v test

restorecon reset /root/test context
secadm_u:object_r:sysadm_home_dir_t:sO->root:object_r:sysadm_home_t:s0
[root/secadm_r/sO@~]# cat test

1111

[root/secadm_r/sO@~]# rm -f test

[root/secadm_r/sO@~]#

[root/secadm_r/sO@~]# mkdir testdir

[root/secadm_r/sO@~]# Il -Zd testdir

drwxr-xr-x root root secadm_u:object_r:sysadm_home_dir_t:s0 testdir
[root/secadm_r/sO@~]# restorecon -v testdir/

restorecon reset /root/testdir context
secadm_u:object_r:sysadm_home_dir_t:sO->root:object_r:sysadm_home_t:s0
[root/secadm_r/sO@~]# Il -Zd testdir

drwxr-xr-x root root root:object_r:sysadm_home_t:s0 testdir

[root/secadm_r/sO@~]# rmdir testdir

A AU R
51H]
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[root/secadm_r/sO@~]# cd /tmp

[root/secadm_r/sO@tmp]# grep 'secadm_t' /var/log/audit/audit.log|audit2allow -M mytest

BE TE -
51 H

[root/secadm_r/sO@tmp]# cat mytest.te

module mytest 1.0;

require {
type sysadm_home_dir t;
type secadm_t;
type sysadm_home t;
class dir { write rmdir remove_name create add_name };

class file { rename write setattr read create unlink };

allow secadm_t sysadm_home_dir_t:dir { write remove_name create add_name rmdir };
allow secadm_t sysadm_home_dir_t:file { rename write setattr read create unlink };
allow secadm_t sysadm_home_t:dir rmdir;

allow secadm_t sysadm_home_t:file { write unlink };

AR B I e ?
BRI R B E R A —#4r, Mread WE? X UiH, AL denied 5 BB AMHIHE

3) it ERIFE

JEPRE, BN A dontaudit FIZNEE L, Mt A Ll mARBLH AL, (IR A SR B g H &
51

[root/secadm_r/sO@~]# sesearch -s "secadm_t" -t "sysadm_home_t" --audit

Found 7 av rules:

dontaudit secadm_t sysadm_home _t: file { ioctl read getattr lock };
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dontaudit secadm_t sysadm_home_t : dir { ioctl read getattr lock search };
dontaudit secadm_t sysadm_home_t : Ink_file getattr ;

dontaudit secadm_t sysadm_home_t : chr_file getattr ;

dontaudit secadm_t sysadm_home_t : blk_file getattr ;

dontaudit secadm_t sysadm_home_t : sock_file getattr ;

dontaudit secadm_t sysadm_home_t : fifo_file getattr ;

£ RFSOS4 I, mli@it#m3Enliibh iy enableaudit Bk, I dontauidit 0, FTFF4 i 168:

[root/secadm_r/sO@~]# semodule -b /usr/share/selinux/mis/enableaudit.pp

FikEE FifiLl secadm % sysadm_home_t A HHATIIEME, BEHITHE, MahH:

51

type=AVC msg=audit(1340953123.475:4424): avc: denied {read } for pid=27480 comm="cat"
name="test" dev=sda1 in0o=2558904 scontext=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023
tcontext=root:object_r:sysadm_home_t:s0 tclass=file

type=SYSCALL msg=audit(1340953123.475:4424): arch=c000003e syscall=2 success=no exit=-13
a0=7fff899bab61 a1=0 a2=7fff899b9050 a3=3395751a30 items=0 ppid=24800 pid=27480 auid=513
uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts1 ses=276 comm="cat" exe="/bin/cat"

subj=secadm_u:secadm_r:secadm_t:s0-s15:c0.c1023 key=(null)

WA TE SO
51 H

[root/secadm_r/sO@tmp]# cat mytest.te

module mytest 1.0;

require {
type sysadm_home_dir_t;
type secadm_t;
type sysadm_home_t;

class process { siginh noatsecure rlimitinh };
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class dir { create write rmdir remove_name add_name };

class file { rename execute setattr read create write unlink };

= secadm_t ==============

allow secadm_t sysadm_home_dir_t:dir { write remove_name create add_name rmdir };
allow secadm_t sysadm_home_dir_t:file { rename write setattr read create unlink };
allow secadm_t sysadm_home_t:dir rmdir;

allow secadm_t sysadm_home_t:file { write read unlink };

AT, read FfECABOCRAEH T HES, JfFi@d audit2allow A& BEHT RN
It

51

[root/secadm_r/sO@tmp]# semodule -i mytest.pp

[root/secadm_r/sO@tmp]# setenforce 1

[root/secadm_r/sO@tmp]# cd /root/

[root/secadm_r/sO@~]# echo '1111' > test

[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root secadm_u:object_r:sysadm_home_dir_t:sO test
[root/secadm_r/sO@~]# restorecon -v test

restorecon reset /root/test context
secadm_u:object_r:sysadm_home_dir_t:sO->root:object_r:sysadm_home_t:s0
[root/secadm_r/sO@~]# Il -Z test

-rw-r--r-- root root root:object_r:sysadm_home_t:sO test
[root/secadm_r/sO@~]# cat test

1111

7! UL secadm  HH il R 40R
51 H

[secadm@localhost ~]$ su -

M4

[root/secadm_r/sO@~]#
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AEEUR, w] LLzEUroot/.bash_profile ST T . O(N_N)O M& &~

KB SCHF dontauidit ALK HI T, T HAT:

5.4h 78 B
L Kt 4 audit2allow 7y gY@ R LU, 1]z Permissive #x(?

JRPEZ, QU@ H SR EERIEA R A A, 2 RS ERIE A . 141, touch test #:AE,
45724 write->add_name->create %5— RAIFIIFEAT . #51E Enforcing B FREATHEAE, XA RH0Z
WAk b,

)& vt, WIRTE Enforcing TiET touch test $1E, 7 write 17 I ELREBHIE, JETIMAT WIRAAS S
RA, WA xBF &S, audit2allow - WIGHE A% R SR VERLN: 1l Permissive U
AR, A7 B, @, JHERBE T HES, audit2allow 4w AT 2™ A4 Gl 4 S v

WU

2) RHEL 6 MAH1EH
a) £ RHEL 6 [ sesearch fiy4#ift--dontaudit ¥ 21, {H RFSOS4 HIMRAEA LH %S, R
feiliT--audit ZEE M.

b) 7£ RHEL 6 b, W7 Fifar <, 7741t

VEAHE I
3) FJHETE XfF
i@itaudit2allow A RMTE SCHRAMBER, XWETRATEATHRMN— L REREFT. FwiEx

Ja, AIEA R A Tl QPP k.

72T H 103 ;@
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[root/secadm_r/sO@tmp]# checkmodule -M -m -0 mytest.mod mytest.te
checkmodule: loading policy configuration from mytest.te

checkmodule: policy configuration loaded

checkmodule: writing binary representation (version 6) to mytest.mod
[root/secadm_r/sO@tmp]# semodule_package -o mytest.pp -m mytest.mod
[root@localhost ~]# Il mytest.pp

-rw-r--r-- 1 root root 6016 06-26 17:06 mytest.pp

XeAlE AP ER.mod U, ARG REAER PP #itk,  (S2fr L, semodule -M ZEIsh{E 2584 —
FERDD

BAH M7k, AR AR A E X PP BIRKPIET. RFHEEMEALE . fo. te =A3CfF
31 H]

[root/secadm_r/sO@tmp]# Il mytest.”

-rw-r--r-- 1 root root 0 06-26 18:15 mytest.fc

-rw-r--r-- 1 root root 0 06-26 18:15 mytest.if

-rw-r--r-- 1 root root 3021 06-26 18:14 mytest.te

[root/secadm_r/sO@tmp]# make -f /usr/share/selinux/devel/Makefile

[root@localhost ~]# Il mytest.pp

-rw-r--r-- 1 root root 12727 06-26 18:15 mytest.pp

SNSRI RIE QIR B 8 SUBEERER p RS, w2 A SO . X7 fe. if 52 e
HJRME, MEER PP R LL b —Fh 7 e AR

31 H]

This is done by creating three files: myapp.te, mayapp.fc, and myapp.if. The file myapp.te file will contain
all of the policy private to this module, including any types or attributes. The file myapp.fc file will contain
the file context labeling statement for this module. Finally, the file myapp.if will contain the interfaces for

this module.

Aid, audit2allow SERTTE, HEARTTREK. ©REESPrE T HE, QR S ST (A R ) v T
BEdk, TMANRE 5 5e 4 A SCBEHUIRRE, G H e SRR, I 055, 534k, ERAIEE X TE BT
KB, X MLS/IMCS 5 il BRI I TE E 9 77
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10. MLS/MCS BE#l

audit2allow iy rlHEHE T HERRWEILER, HBHov R, FRGE. A, sl N g
FRIRTE RO oA 7 ) (1 0] 83, T ASBEALFEMLS/MCS #5237 Wl B ) 13 2. ZELSM - (Linux Security
Module) HEZER, SELinux #KHmls Ze4iking, Jsim AT . UNIX DAC -> SELinux TE rules ->

MLS/MCS constraints . FTLL, MLS/MCS [R#ilASGE 240!

+. MLS/MCS FR#i
1=
MLS (Multi-Level Security ) FIMCS (Multi-Category Security ) 7E

Ao El T RS il

e — AN, lowlevel - highlevel (K7 2R - mZ R .81 level & —4> sensitivity-category
(URPE-7398) X o REUZHETHEII 2 ERNL T — N P B8 R, Jngofr 7> K42 ) b i
Yo%, HUEMLHER. 2RRTFN, CRMAREIRR AT 2E . FEAR R T B0 7] i s 1R =) e
i S ) RN IER ) 75

RBERE™ M SR, TLMERENM KRN (<, = > WITHE: 2REES, A&, BEEMX
Fo REGHIZCNWE NG G, LREPONERA MM, T UUERAZRI KRBT (dom, domby, eq,

incomp) #HATHE.

£ SELinux $Em%, 1% sensitivity &) 5E X REUE -

dominance iE&H)$8 & REUE H43 T«

category WEAJE L HKMG G (O FREEE RIKZ D -

% 7471 & 103 ;@
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category c0 alias blue;

category c1 alias red;

level EH)E L Zeg, HHE 1T REUEMT S 7> HRIEATHKEK:

level s0:c0.c2;

level s1:¢c0.c2,c4;

XH, s0 R5432¢0, c1 Ml c2 KB, s15c0, c1, c2 M cd =8k, HEH c3. EPRE () #R—
ANREEET, WES () RaR—NEELENSRINET .

IX S FUm BB A 18 24 £ F 3¢ (Security Context) B I5E X, X F—AMNERUN 224 LN, @y ) o
AR TR, A, 5 R SR 73 S L ZIU— AT 0 o AR BT E UM Z 24000 F (level 15
AESD s RPN %A BRSO R AR

51 H

user_u:user_r:user_t:s0-s0:c2,c4

(B s0:c4 IXFEM 20D

user_u:user_r:user_t:s0:c0-s0:c2

(s0:c2 5 s0:c0 &R, Wi, mRIBEE R TR

IEFZ R (MLS) R BRI A R R T 1,
B R TR SR GO HE, (SRR B SO N, (HRFSOSA.0 hfscts, o mis g iiess
g CXWA) , WETETE, HiRFEES

B BT AT, %42 fidom SRR RISFATHRE RIK, RARN . BISLT Vil SL2, fkBydom
i, BISLA ELSL2 Mg 2. ARA 2 it
511

SL1 MIBURE & F &+ SL2, [EF, SL1 BI04 SL2 142k,

WA, F£mls ZAHMET, a5 AW
51 H

UNIX DAC -> SELinux TE rules -> MLS/MCS constraints
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A MAGER, FARA AT I U AR R, AL EIANG, T AN U

2.51F—

FATEAG] TR ULH] MLS/MCS  HIRR I . VER, 2B FRWABEEL RS HER, BNSR=104r
SHIBE, RRAHRER.

1) ZEiL vy SR AT

HINEWL T, sysadm_r & ARAEV 1 /var/log/audit B 35 5 LA R B SCAER -

51 H

[root/sysadm_r/sO@~J# Il var/log/audit

Is: /var/log/audit: FFRANS

XAREE N TE MU B, sysadm t & LA auditd_log t H3RH:
51 H
# sesearch -s sysadm_t -t auditd_log_t --allow|grep dir
allow sysadm_t auditd_log _t : dir { ioctl read getattr lock relabelfrom relabelto search };
[root/secadm_r/sO@tmp]# Il -Zd /var/log/audit

drwxr-x--- root root system_u:object_r:auditd_log_t:s15:¢0.¢c1023 /var/log/audit

L6 SL KW audit HFHIH I =HH s15, 1M sysadm ERIAN sO Gif:, -SRI N 24 RE) -
51 H
[root/sysadm_r/sO@~J# id -Z

sysadm_u:sysadm_r:sysadm_t:s0-s15:¢0.c1023

2) i HR

id fiv4 %0, sysadm U2 HIERZ s0-s15:¢0.¢1023, #]iEid newrole -I YI# 4 512K 5
51 H

[root/sysadm_r/sO@~]# newrole -l s15:¢c0.c1023

14

[root@localhost root]# source /root/.bash_profile

[root/sysadm_r/s15:c0.c1023@root]# id -Z

sysadm_u:sysadm_r:sysadm_t:s15:¢0.c1023
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[root/sysadm_r/s15:c0.c1023@root]# Il -d /var/log/audit/

drwxr-x--- 2 root root 4096 07-02 15:23 /var/log/audit/

XFE, HUAl LAY ivar/log/audit H3 T .
X MR BRI TEHNERRR, BEENRUER:
51 H

Error: you are not allowed to change levels on a non secure terminal

3) HEHEXL

i, XF2 sysadm_r ERAEEYT ] H &S0

31 H

[root/sysadm_r/s15:c0.c1023@root]# cat /var/log/audit/audit.log

cat: /var/log/audit/audit.log: FRAMS

TRIESRAZIRF 1Z—HEA, DAC RUPRZE M (H72 root T8 ¥) . TE #NIHE?
31 H]
[root/secadm_r/sO@tmp]# sesearch -s sysadm_t -t auditd_log_t --allow|grep file

allow sysadm_t auditd_log _t : file { getattr relabelfrom relabelto };

: www.linuxfly.org

WA read! MHREEI—AT, TE XA (GBiT audit2allow F1Z:%# auditadm_t (USRS -

51 H

[root/secadm_r/sO@tmp]# cat sysadm_audit_log.te

module sysadm_audit_log 1.0;

require {

type sysadm_t;

type auditd_log_t;

class file {ioctl read write create getattr setattr lock append unlink link rename };

class dir {ioctl create rmdir read write getattr lock relabelfrom relabelto add_name remove name

search };

}
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H============= Sysadm_t ——=
allow sysadm_t auditd_log t: file { ioctl read write create getattr setattr lock append unlink link rename };
allow sysadm_t auditd_log _t : dir { ioctl read write getattr lock relabelfrom relabelto add_name

remove_name search }

ey PP S, it semodule fN# 3| SELinux .0, FA# TE HNZ:
31 H]
[root/secadm_r/sO@tmp]# sesearch -s sysadm_t -t auditd_log_t --allow|grep file
allow sysadm_t auditd_log _t: file { ioctl read write create getattr setattr lock relabelfrom relabelto

append unlink link rename };

WEHEH&:
31 H]
[root/sysadm_r/s15:c0.c1023@root]# file /var/log/audit/audit.log

/var/log/audit/audit.log: ASCII text, with very long lines

AL, 7ERIRHEE DAC. TE. MLS EA%MIIEN T, BEmFbET .
(auditadm. secadm 7f s0 BIA[izHUEH 11 HE, JRE AU, H auditadm FHEGNHTHHE, ©

)43 s15 9D

3.HlF =

HAREH MLS/IMCS &5 1B 0L, RS HH AR ER] category 739¢, BATBIZEDIAN - itik.
L g r

31 H]

Wb (chuzhang) ol im, HER MRS R 520 TE

BHC (kezhang) HlAIZl, ARTAb, & T8t

Bt (keyuan0. keyuan1) ZEolipi, (HPERF A R T

0 Unix User:
[root/sysadm_r/sO@~]# useradd chuzhang;passwd chuzhang

[root/sysadm_r/sO@~]# useradd kezhang;passwd kezhang
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[root/sysadm_r/sO@~]# useradd keyuanO;passwd keyuanO

[root/sysadm_r/sO@~]# useradd keyuan1;passwd keyuan1

A% SELinux User:

51

[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s0-s5:¢1.c20 -L s0 chuzhang_u
[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s0-s3:¢5.¢13 -L s0 kezhang_u
[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s0-s2:¢10 -L sO keyuanO_u
[root/secadm_r/sO@~]# semanage user -a -R user_r -P user -r s0-s2:¢10 -L sO keyuan1_u
[root/secadm_r/sO@~]# semanage user -I

Labeling MLS/ MLS/

SELinux User Prefix MCS Level MCS Range SELinux Roles
chuzhang_u  user sO s0-s5:¢1.c20 user_r

keyuanO_u user s0 s0-s2:¢c10 user_r

keyuan1_u user s0 s0-s2:¢c10 user_r

kezhang_u user sO s0-s3:¢c5.c13 user_r

w8 % context:

31 H]

[root/secadm_r/sO@~]# semanage login -a -s chuzhang_u -r s2-s5:¢1.c20 chuzhang
[root/secadm_r/sO@~]# semanage login -a -s kezhang_u -r s3:c5.c13 kezhang
[root/secadm_r/sO@~]# semanage login -a -s keyuanO_u -r s2:c10 keyuanO
[root/secadm_r/sO@~]# semanage login -a -s keyuan1_u -r s2:c10 keyuan1

[root/secadm_r/sO@~]# semanage login -I

Login Name SELinux User MLS/MCS Range
chuzhang chuzhang_u s2-s5:¢1.c20
keyuan0 keyuanQ_u s2:¢10

keyuan1 keyuan1_u s2:¢10
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kezhang kezhang_u s3:¢5.c13

2) gI#EXLt

YA GRG0, TR context (5., -
31 H]

[chuzhang@localhost ~]$ id -Z
chuzhang_u:user_r:user_t:s2-s5:¢1.c20
[kezhang@localhost ~]$ id -Z

kezhang_u:user r:user_t:s3:c5.c13

[keyuanO@localhost ~]$ id -Z
keyuanO_u:user_r:user_t:s2:c10

[keyuan1@localhost ~]$ id -Z

keyuan1_u:user r:user_t:s2:c10

HF/tmp 1 context 4 s0-s15:¢0.c1023 , 5UU/NH F | context AAAHIF], 7E Enforcing #ix0T, Athfi1E
AERmp RIS

31 H]

[root/secadm_r/sO@~]# Il -Zd /tmp

drwxrwxrwt root root system_u:object_r:tmp_t:s0-s15:¢0.c1023 /tmp

[chuzhang@localhost ~]$ touch /tmp/chuzhang

touch: TLikfihll “/tmp/chuzhang”: FRANS

BB, FRA TR BRI B E N Permissive i
51

[root/secadm_r/sO@~]# setenforce 0
[root/secadm_r/sO@~]# getenforce

Permissive

SRJE . CARUASHI R 23 50AE tmp - B —S AR P 42 9 SO RS, e
51H
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[chuzhang@localhost ~]$ cd /tmp
[chuzhang@localhost tmp]$ echo chuzhang > chuzhang

[chuzhang@localhost tmp]$ chmod 777 chuzhang

[kezhang@localhost ~]$ cd /tmp
[kezhang@localhost tmp]$ echo kezhang > kezhang

[kezhang@localhost tmp]$ chmod 777 kezhang

[keyuanO@localhost ~]$ cd /tmp
[keyuanO@localhost tmp]$ echo keyuan0 > keyuanO

[keyuanO@localhost tmp]$ chmod 777 keyuanO

[keyuan1@localhost ~]$ cd /tmp
[keyuan1@localhost tmp]$ echo keyuan1 > keyuan

[keyuan1@localhost tmp]$ chmod 777 keyuan

(fiE H] chmod W& N 777, LEJEA T4 DAC BRI
RS
51
[chuzhang@localhost tmp]$ Il -Z chuzhang kezhang keyuanO keyuan1
-rwxrwxrwx chuzhang chuzhang chuzhang_u:object_r:user_tmp_t:s2 chuzhang
-rwxrwxrwx keyuanO keyuanO keyuanO_u:object r:user_tmp_t:s2:c10 keyuan0O
-rwxrwxrwx keyuani1 keyuan1 keyuani_u:object r:user_tmp_t:s2:c10 keyuan1

-rwxrwxrwx kezhang kezhang kezhang_u:object r:user_tmp_t:s3:¢5.c13 kezhang

kb (chuzhang) [f context SL i s2-s5:¢1.c20, 47~ s2, FrLAGIEMISCHE SL 2 s2. AT JREEM
WK, AT newrole -1 fir SN B 2R H), SRJG HEIE — D3

51

[chuzhang@localhost tmp]$ newrole -1 s4:¢1.c15

F14

[chuzhang@localhost tmp]$ id -Z
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chuzhang u:user r:user t:s4:c1.c15-s5:¢1.c20
[chuzhang@localhost tmp]$ echo chuzhang1 > chuzhang1
[chuzhang@localhost tmp]$ chmod 777 chuzhang1
[chuzhang@localhost tmp]$ Il -Z chuzhang1

-rwxrwxrwx chuzhang chuzhang chuzhang_u:object r:user_tmp_t:s4:c1.c15 chuzhang1

3) EG Wit

THET, eItk E B Enforcing -

[root/secadm_r/sO@tmp]# setenforce 1

KRG LB R, BN AR . BEHC. AR EE .
EPOIME F ARG CRED w7, RGOt Bimgon) (B KRIK:
51

[kezhang@localhost tmp]$ cat keyuan0 keyuan1

keyuan0

keyuan1

[keyuanO@localhost tmp]$ cat kezhang

cat: kezhang: FURANGS

[keyuan1@localhost tmp]$ cat kezhang

cat: kezhang: FURANGS

FPOME F ARG CF5) R RGOt Bikmdon) (B5) KIK:
51

[kezhang@localhost tmp]$ echo 'test' > keyuan0

-bash: keyuan0: # R A

[keyuanO@localhost tmp]$ echo 'test' > kezhang

-bash: kezhang: #IRAE

R, 75
1l
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[keyuanO@localhost tmp]$ cat keyuan1

keyuan1

[keyuanO@localhost tmp]$ echo 'keyuan0' >> keyuan1
[keyuanO@localhost tmp]$ cat keyuan1

keyuan1

keyuan0

4) FRAEERI N

BN REBLKIIEN, E M context SL N s2-s5:¢1.¢20, AR T A SCIE, EA1H context SL AN :
31 H]

[root/secadm_r/sO@tmp]J# Il -Z chuzhang chuzhang1

-rwxrwxrwx chuzhang chuzhang chuzhang_u:object riuser_tmp_t:s2 chuzhang

-rwxrwxrwx chuzhang chuzhang chuzhang_u:object _r:user_tmp_t:s4:c1.c15 chuzhang1

KHAEARRHC . WAL AT BAYS A “chuzhang” i XN SCfF, (H5 K0
31 H]

[kezhang@localhost tmp]$ cat chuzhang

chuzhang

[keyuanO@localhost tmp]$ cat chuzhang

chuzhang

[kezhang@localhost tmp]$ echo 'test' > chuzhang

-bash: chuzhang: R A

[keyuanO@localhost tmp]$ echo 'test' > chuzhang

-bash: chuzhang: HIRA

FIFER, 24K SL S s2 i, A OB “chuzhang 1" SCHE R RHG . BRI ST EA T
51

[chuzhang@localhost tmp]$ cat chuzhang1

cat: chuzhang1: RURAE

[chuzhang@localhost tmp]$ id -Z

chuzhang_u:user_r:user_t:s2-s5:¢c1.c20

[chuzhang@localhost tmp]$ cat kezhang
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cat: kezhang: FURANGS
[chuzhang@localhost tmp]$ cat keyuanO

cat: keyuan0: BURAME

T AR RSB T ? RN BRRPIE N s2, 1H s2 #1432 (category) W H T s2:¢10 K432
ik

51

[chuzhang@localhost tmp]$ Il -Z keyuan0

-rwxrwxrwx keyuanO keyuanO keyuanO_u:object_r:user_tmp_t:s2:¢c10 keyuan0
[chuzhang@localhost tmp]$ newrole -| s2:¢5.c15

14

[chuzhang@localhost tmp]$ id -Z
chuzhang_u:user_r:user_t:s2:¢5.¢15-s5:¢1.c20

[chuzhang@localhost tmp]$ cat keyuanO

keyuanO

[chuzhang@localhost tmp]$ echo 'test' >> keyuan0

bash: keyuan0: R A

AR We 2

51

[chuzhang@localhost tmp]$ newrole - s2:¢10
14

[chuzhang@localhost tmp]$ id -Z
chuzhang_u:user_r:user_t:s2:¢10-s5:¢1.c20
[chuzhang@localhost tmp]$ cat keyuanO
keyuanO

[chuzhang@localhost tmp]$ echo 'chuzhang' >> keyuan0
[chuzhang@localhost tmp]$ cat keyuanO
keyuanO

chuzhang

FgRAT A5 [W%fmEH2 SL M CL #LFUHF (eq) .
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X RHC B SO 24 SR 2 — R

51

[chuzhang@localhost tmp]$ Il -Z kezhang

-rwxrwxrwx kezhang kezhang kezhang_u:object_r:user_tmp_t:s3:¢5.¢c13 kezhang
[chuzhang@localhost tmp]$ newrole -| s3:¢c1.c15

14

[chuzhang@localhost tmp]$ id -Z
chuzhang_u:user_r:user_t:s3:¢1.¢15-s5:¢1.c20
[chuzhang@localhost tmp]$ cat kezhang

kezhang

[chuzhang@localhost tmp]$ echo 'chuzhang' >> kezhang
bash: kezhang: FRANE

[chuzhang@localhost tmp]$ newrole -l s3:¢5.¢13

14

[chuzhang@localhost tmp]$ id -Z
chuzhang_u:user_r:user_t:s3:¢5.¢13-s5:¢1.c20
[chuzhang@localhost tmp]$ cat kezhang

kezhang

[chuzhang@localhost tmp]$ echo 'chuzhang' >> kezhang
[chuzhang@localhost tmp]$ cat kezhang

kezhang

chuzhang

X ER: ZONWR, 2RTEMCHEEANLZR, BHTEEUENTH.
filhn .

31 H]

[chuzhang@localhost ~]$ id -Z
chuzhang_u:user_r:user_t:s2-s5:¢1.c20

[chuzhang@localhost ~]$ newrole -I s6
chuzhang_u:user_r:user_t:s6-s5:c1.c20 ASZ&—/NE %4 context

[chuzhang@localhost ~]$ newrole -I s3:c0
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chuzhang_u:user_r:user_t:s3:c0-s5:¢1.c20 A& —MNE X context
[chuzhang@localhost ~]$ newrole -l s3:c1.¢30

chuzhang_u:user_r:user_t:s3:¢1.c30-s5:¢1.c20 A& —MH R context

4xhFE BB

1) 7 iFssh Ziibjte 4905
AR S newrole -1 iy &
51 H

# newrole -l s15:¢0.¢1023

Error: you are not allowed to change levels on a non secure terminal

RILE © www.linuxfly.org

H 1t letc/selinux/mlis/contexts/securetty_types A IIAF AT tty 2R, filtn, ssh )ty A:

51 H
[root/sysadm_r/sO@~]# tty

/dev/pts/1

W, BERVF sysadm_r I
51 H

sysadm_devpts_t

2) MLS KR FFEAS B E

& #Harry Ciao 1 (SELinux 22 -17E0d)

: 3.7 Constraints and MLS constraints fJ/44 .

refpolicy ' BT MLSFR 1] & #F- &5 4E h #E policy/mis S, Hein“no read up & 7] S2EL A -

misconstrain { dir file Ink_file chr_file blk_file sock_file fifo_file } { read getattr execute }

(M eql2)or (11 doml2) or (t1 == misfileread)) ;

B A ¥ “read equal/down”, B35 4 HT subj_t J& T misfileread JE .

MLS HJ“no write down” & A] SZHL A -

misconstrain { file Ink_file fifo_file dir chr_file blk_file sock_file } { write create setattr relabelfrom

append unlink link rename mounton }

((Meql2)or (11 domby I2) or (t1 == misfilewrite)) ;
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B R st iF“write equal/up”, B# X4HT subj_t J& T misfilewrite & 4.

3) 4ff-4 secadm_r A7 auditadm_r 7%/ s0-s15:¢0.c1023 /9414, A iEH g7t .50 ?
XS, FTA MLS J&E#8E AE policy/modules/kernel/mis.te 1, I B7E mis.if tfsE XL T #£ 40, f#
759

# domain A et MLS LR R HI, Eutn:

interface("mls_file_read_all_levels',
gen_require(’
attribute misfileread;
)

typeattribute $1 misfileread;

%3 154 3 domain i\ misfileread &1, MIMA3Z“no read up” 4. RE2 5 RGEHEA KM

domain, Lti semanage _t, setfiles_t, newrole_t, udev_t, secadm_t #BifEH 735K 0.

4) MCS translation service K%

NTREEZGIRAN S KER, RERME—AM mestrans [IR%, {H RFSOS 4 ERAZERMAN, FFIT
It

51 H]

[root/sysadm_r/sO@~]# service mcstrans start

J5 51 mestransd: [Hf 2]

1A, Rk s0, 22754 SystemLow, KAl

51 H

[root/sysadm_r/SystemLow@~J# Il -Z mytest.pp

-rw-r--r-- root root root:object_r:sysadm_home_t:SystemLow mytest.pp
[root/secadm_r/SystemLow@~]# semanage login -

Login Name SELinux User MLS/MCS Range

__default__ user_u SystemLow
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auditadm auditadm_u SystemLow-SystemHigh
root root SystemLow-SystemHigh

secadm secadm_u SystemLow-SystemHigh
sysadm sysadm_u SystemLow-SystemHigh
system_u system_u SystemLow-SystemHigh

i@t cheat -L A EE:

[root/sysadm_r/SystemLow@~]# chcat -L
sO SystemlLow

s15:¢0.c1023 SystemHigh

IXELHR AL 5E LA etc/selinux/mis/setrans.conf A HLTH () :

51 H

[root/secadm_r/SystemLow@~]# cat /etc/selinux/mls/setrans.conf|grep -v "#'|grep -v '"*$'|head -n10
s0=SystemLow

s$15:¢0.c1023=SystemHigh

s0-s15:¢0.c1023=SystemLow-SystemHigh

s1=Unclassified

s2=Secret

s2:c0=A

s2:c1=B
RHEL 6 t#7]i#it semanage translation @447 &k. H4h, cheat 4 a0 24 B R 04

%% (SELinux security category) , {H RFSOS4 Hi WAL REEINGIGH R (cheat & —> python
JAD , AR, FETHFF) policycoreutils-1.33.12-14.8 K LA LA fi vk
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11. HEXZR2IER

PERRGUE B ROk YL, PBRTHIPTRA NS CREA L 0N RS E T, W fi/RE. %
2 B PR E. fiaudit2allow A pRTERR SR R VERIIBR, LLEXMLS/MCS JEMERCE . A
o, XU IET ARG E W2 SRR, TN T RS =T RN NS, XA, RATHE
ihIX e R A E CRIZE (Type) . 1 (Domain) « # (Rule) , ARE5E#EMIAHSELinux it
2z e, TASRERT SR AT e AT DI B A Rm sdgir o R0, Bl SRR B E MR . IR 5
5 E SRR, 5 N EISELinux L

9 5 2 M) AR S o ST A3 W B sl se i, BRI JeAR 22 SRR AT DR TR s AR PR A& i)
W, H R G B AL B LA k. RFSOS4 ISELinux 224 5% 2 3 Treferrence policy, A A
REINTF, HZH U SO R 2 SRR AR R S . LMERFSOS4 L fefit | — Al fijfh 2 4 5
W B KR TR XEAARRE, RE RS B RS, MUy, JEpeft—
R HSCRES

T AR R
1.f&isr

RFSOS4 ISELinux %4 5% /& 3 T referrence policy, H B /K- ,

RN

(X W3k B Harry Ciao 1 )

tEreference policy 1, AEAT—APP AREER HH =N SCHF2H A%
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BOBTRRCA, AT X B R 3

2741
BAEM RO T
ESINNCE

(=)

TE X4 myapp.te 7:

A S HTEHR T
policy_module(myapp,1.0)

1

2

3. # EXAAREA

4. type myapp_t;

5. type myapp_exec_t;
6. type myapp_log_t;
7. type myapp_tmp_t;
8

9

# HZRE SURA I8,
10. domain_type(myapp_t)
11. domain_entry_file(myapp_t, myapp_exec_t)
12. logging_log_file(myapp_log_t)
13. Files_tmp_file(myapp_tmp_t)

15. # &SN

16. allow myapp_t myapp_log_t:file append_file_perms;
17. allow myapp_t myapp_tmp_t:file manage_ file_perms;

19. # fLURfE/tmp 5 At
20. Files_tmp_filetrans(myapp_t,myapp_tmp_t,file)
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policy module (myapp, 1.0)

# O R 2
type myapp_t;
type myapp_exec_t;
type myapp log t;
type myapp_tmp_t;

# H 7R E XA

domain type (myapp_ t)

domain entry file(myapp t, myapp exec t)
logging log file(myapp log t)

files tmp file(myapp tmp t)

# o S
allow myapp t myapp log t:file append file perms;
allow myapp t myapp tmp t:file manage file perms;

RIN

FC X/ myapp.fc A:

1. # f#if] gen_context 7@ L ATHUT O %4 B30, Hrp, MCS J&rlikr

2. /Jusr/bin/myapp -- gen_context(system_u:object_r:myapp_exec_t,s0)

3. # A MLS/MCS , n] GESALIXFE

4. # /Jusr/bin/myapp -- gen_context(system_u:object_r:myapp_exec_t,s5:cl
,€0)

# ffHgen_context ZZE N AIHAT %4 ERC, Hp, MCS ZrliEr

/usr/bin/myapp -— gen context(system u:object r:myapp_exec_t, s0)
# EHFMLS/MCS U"JTﬁE%‘SUUﬁé
# /usr/bin/myapp -— gen context(system u:object r:myapp exec t,sb:cl,c0)

RIN

IF X4 myapp.if A:
EE T HIFTEN LT

1. ## <summary>Myapp example policy</summary>

2. ## <desc>

3. ## <p>

4. #H# More descriptive text about myapp. The desc
5. ## tag can also use p, ul, and ol

6. ## html tags for formatting.
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7.
8.
9.

10.
11.
12.
13.
14
15.
16.
17.
18.
19.
20.
21.
22.
23.
24 .
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45
46.
47.
48.
49.
50.

#H  </p>

## <p>

Hit This policy supports the following myapp features:
H#t <ul>

H#Ht <li>Feature A</li>

H#t <li>Feature B</Ili>

H#Ht <li>Feature C</Ili>

# </ul>

#Ht  </p>

## </desc>

HHH AR R R AR AR R

## <summary>

## Execute a domain transition to run myapp.-
## </summary>

## <param name="‘domain"'>

## <summary>

## Domain allowed to transition.

## </summary>

## </param>

interface(C myapp_domtrans”®,”
gen_requires(C
type myapp_t, myapp_exec_t;
")

domtrans_pattern($1,myapp_exec_t,myapp_t)
D)

HHH AR R R AR AR R
## <summary>

## Read myapp log files.

## </summary>

## <param name="‘domain">

## <summary>

## Domain allowed to read the log files.
## </summary>

## </param>

interface(Cmyapp_read_log”,"
gen_requires(C
type myapp_log_t;
")
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51. logging_search_logs($1)
52. allow $1 myapp_log_t:file read_file_perms;
53. %)

## <summary>Myapp example policy</summary>

## <{desc>

# <p>

Hit More descriptive text about myapp. The desc

Hit tag can also use p, ul, and ol

Hit html tags for formatting

##  </p>

# <p>

Hit This policy supports the following myapp features:
HH <ul>

HHt {li>Feature A</1i>
#t {li>Feature B</1i>
#t {li>Feature C</1i>
Hit <Jul>

#t </p>

#tt </desc>

hniannnagnpngn g n g g n i n g n i nnn s nn s n n n

FOCAER XML 87, FoE ST FABBR o AAR BRI O, AR AN TR BB — AN O AR A I
B HATERZE Imyapp_exec_t FIFEFERE Bmyapp_t B E; 5 —AMED o HAb R B myapp i H &3¢
o

EAMHR B SE NG, BIRTgniFENPP ARE BB IS SELinux (]2 e TS Ine v B A 7R
VAR )

51

[root/secadm_r/SystemLow@tmpl# Il myapp*

-rw-r--r-- 1 root root 65 06-28 14:55 myapp.fc

-rw-r--r-- 1 root root 1031 06-28 14:55 myapp.if

-rw-r--r-- 1 root root 431 06-28 14:55 myapp.te
[root/secadm_r/SystemLow@tmp]# make -f /usr/share/selinux/devel/Makefile
Compiling mls myapp module

/usr/bin/checkmodule: loading policy configuration from tmp/myapp.tmp
/usr/bin/checkmodule: policy configuration loaded

/usr/bin/checkmodule: writing binary representation (version 6) to tmp/myapp.mod
Creating mls myapp.pp policy package

rm tmp/myapp.mod.fc tmp/myapp.mod

[root/secadm_r/SystemLow@tmpl# Il myapp.pp

-rw-r--r-- 1 root root 31905 06-28 14:57 myapp.pp

FIB3mMHI3 A
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[root/secadm_r/SystemLow@myapp]# semodule -i myapp.pp
[root/secadm_r/SystemLow@myapp]# semodule -l|grep myapp
myapp 1.0
[root/secadm_r/SystemLow@myappl# sesearch -s myapp_t -t myapp_tmp_t --allow
Found 2 av rules:

allow myapp_t myapp_tmp_t : file { ioctl read write create getattr setattr lock append unlink link
rename };

allow myapp_tmp_t myapp_tmp_t : filesystem associate ;
[root/secadm_r/SystemLow@tmp]# touch test
[root/sysadm_r/SystemLow@tmp]# Il -Z test
-rw-r--r-- root root secadm_u:object_r:secadm_tmp_t:SystemLow test
[root/secadm_r/SystemLow@tmp]# chcon -t myapp_exec t test
[root/secadm_r/SystemLow@tmp]# Il -Z test

-rw-r--r-- root root secadm_u:object_r:myapp_exec_t:SystemLow test
AL, myapp_t 2850, 3. MRS AE L. 4R, SEBRRL A RS 2RI A TR AL

3ERILA
M A GUI IECE T A, 2% RFSOS4 WAk | — A2z 4 Ems A e TR T AL R R 7 2 4 5
MEREEL RS T AR . $hAT S0 polgengui » FE ST AT E BIPiE T X
i
P T2 4 SR A il R TR A A R B K 22 R w12 T RSy A BRig AT TR AR fEHTHT

[root/secadm_r/SystemLow@~]# setenforce O

X B, MHEFRFEASGRNNBEFBPTAREXHFEER, WPIT R/ usr/bin, BEX
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FrifE daemon SEHREFRE, X LE N HIFEFAE init PR re.sysinit B(# fetc/init.d H 3% T BIAES 5 50
inetd k55~ 3 iR, XL HFRTA inetd B xinetd H 3.
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